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Abstract

As computer networks are emerging in everyday life, network security has become
an important issue. At the same time, attacks turned more sophisticated, making
the defense of computer networks increasingly difficult. In order to model and
assess the security of complex networks, attack graphs are used. These graphs
provide a formal model to describe network security and allow to identify paths
which lead an attacker to the attack goal. By means of attack graphs, unsuspi-
cious system properties can be correlated into imminent threats, intrusion detec-
tion systems can be deployed more efficiently, and new network configurations can
be tested conveniently. To construct attack graphs system information as well
as vulnerability information are required. System information contains gathered
data of the network to be analyzed, whereas vulnerability information describes
what is required for a vulnerability to be exploited and what are the effects of
such an exploitation. The automatic extraction of vulnerability information to
make them usable for attack graphs remains an open issue.

This Master’s Thesis addresses the challenge to automatically extract vul-
nerability information from existing vulnerability databases and transform them
into a formal and unified format, thus making them available to attack graph
modeling. At first, the technical foundations are described, highlighting funda-
mental aspects of vulnerabilities and the workflow of attack graph construction.
Then, related work on vulnerability representation and extraction as well as at-
tack graph construction, analysis, and tools is presented. Next, a data structure
is proposed which is able to represent vulnerability information and important
properties of systems under attack. Based on previous works, an unrestrictive,
predicate-based structure is recommended, which will address the requirements of
attack graph modeling. Afterwards, the current state of vulnerability databases
is examined, with an emphasis on information extraction of data significant for
attack graph construction. A special focus is put on the information extraction
from textual vulnerability descriptions which have been neglected as a valuable
source in previous research. Finally, a proof of concept implementation is pre-
sented which utilizes an attack graph tool as well as transformed vulnerability
information to build attack graphs.

The contribution is fourfold. First of all, information stored in vulnerability
databases is analyzed and its usefulness for attack graph generation is evaluated.
Second of all, a data structure is proposed which allows to unify vulnerability
information in an integrated model. Third of all, transformations are realized that
extract vulnerability information from existing databases and transform them to
the proposed model, hence making them available to attack graph applications.
Finally, a prototype is implemented which uses both, the data structure and
vulnerability information transformations, to construct attack graphs with an
existing attack graph tool.



Zusammenfassung (German Abstract)

Computernetzwerke durchdringen das alltägliche Leben in vielen Bereichen. Zur
selben Zeit werden Angriffe auf diese zunehmend komplizierter und erschweren
die Verteidigung von Netzwerken immer mehr. Aus diesem Grund ist Netzwerk-
sicherheit ein nicht mehr zu vernachlässigendes Thema. Für die Modellierung und
Bewertung der Sicherheit komplexer Netze werden Angriffsgraphen verwendet, da
sie ein formales Modell zur Beschreibung von Netzwerksicherheit zur Verfügung
stellen. Mit Hilfe von Angriffsgraphen ist es beispielsweise möglich aus schein-
bar ungefährlichen Systemeinstellungen drohende Gefahren zu erkennen. Zur
Erstellung von Angriffsgraphen werden Informationen über das zu analysierende
System sowie über Schwachstellen benötigt. Diese Schwachstelleninformationen
beschreiben notwendige Bedingungen für einen Angriff und aus einem solchen
Angriff erwachsene Konsequenzen. Die automatische Gewinnung von Schwach-
stelleninformationen bleibt eine bisher ungelöste Herausforderung.

Die vorliegende Masterarbeit adressiert diese Herausforderung und unter-
sucht, wie aus existierenden Datenbanken Schwachstelleninformation extrahiert
und in ein einheitliches Datenformat transformiert werden können, alles mit
dem Ziel sie anschließend Angriffsgraphenanwendungen zur Verfügung zu stellen.
Zuerst werden die technischen Grundlagen beschrieben, unter anderem der Ablauf
zur Erstellung von Angriffsgraphen. Weiterhin werden wichtige Arbeiten zur
Darstellung und Gewinnung von Schwachstelleninformationen sowie zur Erstel-
lung und Analyse von Angriffsgraphen dargelegt. Als nächstes wird eine Daten-
struktur vorgeschlagen, die in der Lage ist Schwachstelleninformationen zu beschrei-
ben. Basierend auf vorherigen Arbeiten wird eine prädikatenbasierte Struktur
empfohlen, welche die Anforderungen der Angriffsgraphenmodellierung erfüllt.
Anschließend wird der momentane Zustand von Schwachstellendatenbanken und
eine Gewinnung von entsprechenden Informationen analysiert. Ein Schwerpunkt
wird auf die Informationsgewinnung aus textuellen Beschreibungen gelegt, welche
in bisherigen Arbeiten vernachlässigt wurde. Schließlich wird eine Beispielimple-
mentation vorgestellt, die eine Angriffsgraphenapplikation sowie transformierte
Schwachstelleninformation verwendet um Angriffsgraphen zu erstellen.

Es werden vier Beiträge zur aktuellen Forschung geleistet: Verfügbare In-
formationen aus Schwachstellendatenbanken werden analysiert und ihr Nutzen
für die Erzeugung von Angriffsgraphen bewertet. Es wird eine Datenstruk-
tur vorgeschlagen, welche die Vereinheitlichung von Schwachstelleninformation
in einem ganzheitlichen Modell ermöglicht. Transformationen werden realisiert,
mit Hilfe derer Schwachstelleninformationen von existierenden Datenbanken in
das vorgeschlagende Modell umgewandelt und somit Angriffsgraphenanwendun-
gen zur Verfügung gestellt werden können. Ein Prototyp wird implementiert,
welcher die vorgeschlagenden Datenstrukturen und Transformationen benutzt um
Angriffsgraphen mit einer vorhandenen Angriffsgraphenapplikation zu erstellen.
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Chapter 1

Introduction

This chapter gives an introduction to this Master’s thesis. It starts with the
motivation, followed by the scope and the definition of objectives. Then, an outline
of this thesis is given.

1.1 Motivation

Attacks on computer systems have become a common threat. Over the course
of more than a decade, malicious users spread viruses, created worms, built up
bot nets, hacked websites, they tried anything possible to gain access to other
peoples data and systems. A popular example is the Downadup worm which
exploits a Microsoft Windows vulnerability[Cord]. As of January 16th 2009, F-
Secure estimates almost 9 million infected machines1, among them computers on
warships of the British Royal Navy2, PCs of Carinthian authorities and hospitals3,
as well as machines of the French army4.

But often attacks not only involve a single computer. More sophisticated at-
tacks target systems behind firewalls, hidden in a company network, or protected
by several layers of security. While it is relatively simple to illustrate attacks on
a single computer, it is rather difficult to describe attacks that require multiple
steps to take and several decisions to make. Complex attacks often need a num-
ber of exploitable vulnerabilities on different systems, which in connection allow
an attacker to reach a goal.

Take the customer database of the prestigious lawyer’s office ACME as an
example. Such a database in the wrong hands can be misused in many ways.

1http://www.f-secure.com/weblog/archives/00001584.html
2http://www.theregister.co.uk/2009/01/15/royal_navy_email_virus_outage/
3http://www.heise-online.co.uk/news/112403
4http://www.telegraph.co.uk/news/worldnews/europe/france/4547649/

French-fighter-planes-grounded-by-computer-virus.html

1

http://www.f-secure.com/weblog/archives/00001584.html
http://www.theregister.co.uk/2009/01/15/royal_navy_email_virus_outage/
http://www.heise-online.co.uk/news/112403
http://www.telegraph.co.uk/news/worldnews/europe/france/4547649/French-fighter-planes-grounded-by-computer-virus.html
http://www.telegraph.co.uk/news/worldnews/europe/france/4547649/French-fighter-planes-grounded-by-computer-virus.html
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Figure 1.1: Sample Attack Scenario

It is one of the most valuable assets of the company and should be protected
by high security measurements. This database will not be accessible through a
website on the Internet. It will not be a available to every employee, but only
a limited group of the staff. And even in this group, many will be restricted to
only a fraction of the database. This database will be located on a dedicated
machine, physically separated from other computers. It will be protected by a
firewall, an application layer gateway, and strict access control mechanisms. So
how could an attacker possibly get hold of the valuable customer data?

For one, an attacker could gain access to a computer of a customer of the
company. Based on the implicit trust relationship between this customer and his
lawyer, it is possible to send a malicious email to the advocate. When the attached
document is opened, a Trojan software package is installed, giving the attacker
access to the lawyer’s computer and the company network. From here, the invader
can take hold of the same information the lawyer has. Another attack example
provides the invader with even more data. Exploiting a vulnerability on the
company’s web server, the attacker gains access to this server and henceforward
has a direct connection to other computers of the company. Next, he needs to
gain access to one of the privileged employees system. Scanning the network, he
finds the computer of the Chief Technology Officer (CTO) and also an exploitable
vulnerability on her machine. Searching the files on the CTO’s computer, he finds
a password for the customer database. As a bonus, coming from the computer
of the CTO, the special purpose application gateway that protects the database
system can be passed, which is not possible from other computers. A graphical
representation is given in Figure 1.1.

These scenarios are just two out of numerous possible attacks. They demon-
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1:execCode(dbserver,root)

2:RULE 2 (remote exploit of a server program)

3:netAccess(dbserver,tcp,80)

23:RULE 2 (remote exploit of a server program) 26:RULE 2 (remote exploit of a server program)

4:RULE 5 (multi-hop access)

5:hacl(workstation_cto,dbserver,tcp,80) 6:execCode(workstation_cto,root)

7:RULE 2 (remote exploit of a server program)

8:netAccess(workstation_cto,tcp,139)

9:RULE 5 (multi-hop access)

10:hacl(webServer2,workstation_cto,tcp,139) 11:execCode(webServer2,root)

12:RULE 2 (remote exploit of a server program)

13:netAccess(webServer2,tcp,80)

14:RULE 6 (direct network access)

15:hacl(internet,webServer2,tcp,80) 16:attackerLocated(internet)

17:networkServiceInfo(webServer2,_h3125,tcp,80,root) 18:vulExists(webServer2,_h3124,_h3125,remoteExploit,privEscalation)

19:networkServiceInfo(workstation_cto,_h3125,tcp,139,root) 20:vulExists(workstation_cto,_h3124,_h3125,remoteExploit,privEscalation)

21:networkServiceInfo(dbserver,_h2812,tcp,80,root)22:vulExists(dbserver,_h2811,_h2812,remoteExploit,privEscalation) 24:networkServiceInfo(dbserver,_h2967,tcp,80,root) 25:vulExists(dbserver,_h2966,_h2967,remoteExploit,privEscalation) 27:networkServiceInfo(dbserver,_h3125,tcp,80,root)28:vulExists(dbserver,_h3124,_h3125,remoteExploit,privEscalation)

Figure 1.2: Sample Attack Graph

strate the complexity of more sophisticated assaults, while still remaining on a
basic level. Several computers were seized by the attacker and various methods
to capture them were necessary. But other decisions would have lead to the same
goal, the exploitation other computers could have resulted in the same effect.

Attack graphs allow the systematic description and analysis of complex at-
tacks. Based on the interconnection of single attack steps they form a multi-step
attack like the ones presented above. A visualization of such a graph is given in
Figure 1.2.

To construct attack graphs two things are needed: information about the sys-
tem under attack and information about vulnerabilities which may be exploited in
such an attack. System information includes, beside others, the network struc-
ture, weaknesses of included hosts, as well as security policies. Vulnerability
information describes how a certain attack step can be conducted. Taking these
two types of information into account, it is possible to construct an attack graph
(see Figure 1.3) and subsequently analyze paths an attacker can take to reach a
malicious goal. This gives several benefits over other approaches. For one, attack
graphs allow a better visualization of assaults, which helps administrators and
security professionals to comprehend complex scenarios with an otherwise over-
whelming amount of data. Also, attack graphs allow the application of graph
algorithms to analyze problems, such as finding the shortest path, identifying
hosts which all attacks have to pass, or locating the best spots to install intru-
sion detection systems.

In the course of the last years, attack graph research has dealt with appropri-
ate data models to represent vulnerability information (e.g., [SPEC01, SHJ+02]),
the computational complexity of constructing and analyzing attack graphs (e.g.,
[OBM06, LI05]), the visualization of attack graphs (e.g., [NJ04, WLI08]), and
the application of attack graphs to other areas of research (e.g., [NJ07, HOM08]).
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Figure 1.3: Input and Output of the Attack Graph Construction

Several groups have developed applications to research properties of attack graphs
and the process of constructing them. Also, two commercial products are avail-
able and a third is about to emerge from a research group. An extensive discussion
of the most important tools is conducted in section 3.2.3.

1.2 Problem Statement

Although detailed work has been published on attack graph construction, some
steps lack in-depth understanding. Among them is the automatic extraction
of vulnerability descriptions. These descriptions include information on what
resources must be available before a specific attack can be conducted and what
resources are available afterwards. If preconditions and postconditions of an
attack are available, it is possible to link single attacks into a chain and describe a
multi-step attack. Without them, the construction of attack graphs is impossible.

Information on vulnerabilities is available in public vulnerability databases,
such as the National Vulnerability Database [oSTb] and the OVAL repository
[Corb]. But current attack graph tools are restricted to only a few attributes or
even rely on hand-generated input. New, unifying vulnerability description meth-
ods have not been researched in the context of attack graphs, yet. Also, vulnera-
bility information included in textual descriptions, created by human writers for
human readers, have been neglected. These descriptions do not follow a format
which is intended to be processed by computer programs. Thus, the automatic
creation of vulnerability information has been troublesome and vulnerability de-
scriptions were created by hand or based on limited information.
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1.3 Thesis Statement

I propose the following thesis:
It is possible to automatically extract sufficient vulnerability information from

existing vulnerability databases to construct detailed attack graphs.

1.4 Objectives and Scope

This thesis aims to discuss different models to represent attack infor-
mation and suggests a suitable structure to utilize existing data for
the construction of attack graphs.
Different models to represent vulnerabilities information are outlined and their
benefits and down-sides are discussed. A detailed analysis of relevant attack
information is conducted and a data structure based on the outcome is proposed.
Benefits of and operations on this data structure are described. Relevant for this
approach are only software related issues. Physical attacks and social engineering
aspects are not considered.
This thesis aims to discuss problems in the current representation of
vulnerability information and suggests how existing databases can be
used for attack graphs nevertheless.
Existing vulnerability databases are presented and their properties discussed.
Proposals of advanced vulnerability databases and reasons why they have not
been adapted are described. Based on the assumption that existing databases are
the only feasible way to gather vulnerability information, approaches to extract
these information are evaluated. It is outlined how several of these databases can
be correlated and information from them integrated.
This thesis aims to design and implement a framework which trans-
forms information from existing vulnerability databases to attack de-
scriptions used in attack graph modeling.
The primary goal of this thesis is to demonstrate that existing vulnerability
databases can be used to create ready-to-use vulnerability information for at-
tack graphs. Thus, an extensible framework is created which provides data from
existing vulnerability databases to attack graph modeling tools. The framework
will provide a plug-in system which allows an extension to address not yet covered
databases and attack graph tools. It is not in the scope of this work to provide
an update process which recognizes new vulnerabilities automatically. For this
work, it is assumed that vulnerability databases are available in a readable format
(e.g., as an XML file).
The practicability of the proposed system is proven with an example
transformation for an existing attack graph tool.
To verify the feasibility of the proposed system, an environment under attack is
simulated. Based on this environment and with the help of the created framework,
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vulnerability information are gathered and provided to an existing attack graph
tool. With this, possible attacks are computed and countermeasures can be
derived.

1.5 Structure of this Thesis

This chapter gave an introduction into this thesis. It started with the motivation
and was followed by the problem statement. Based on this, the thesis statement
was formulated. Next, the objectives as well as the scope of this work were
elaborated.

Chapter 2 describes the technical foundations for this thesis. At first, the
meaning of vulnerability in general as well as in the context of information se-
curity is analyzed. Afterwards, the role of vulnerability databases is detailed
and unification efforts in order to describe vulnerabilities are explained. Then,
advantages of attack graphs are enumerated, followed by the general workflow
in which attack graphs are created and used. Finally, different types of attack
graphs are presented and open issues discussed.

Chapter 3 contains the related work. In the beginning, various vulnerability
classification systems are presented and their benefits and drawbacks discussed.
Following is an analysis of vulnerability database research and an evaluation of
relevant aspects for this thesis. The second part of Chapter 3 starts with a
look at models to describe multi-step attacks. Afterwards, an overview is given
over existing attack graph research and finally existing attack graph tools are
presented.

Chapter 4 proposes a data structure to describe vulnerability information. At
first, the need for this structure is deduced followed by an analysis of require-
ments of such a data structure. Next, the domain is analyzed. Based on the
results of this analysis as well as the established requirements, an appropriate
data structure is proposed. An example is presented to show how it can be used.
Finally, a comparison to other proposals is conducted.

Chapter 5 begins with an analysis of what information current vulnerability
databases provide and how it can be extracted. Ten representative databased are
investigated, whereas similarities and differences between comparable attributes
are presented. Useful data for attack graph construction is highlighted and means
to extract them are researched. A special focus was given to information avail-
able through the Common Vulnerability Scoring System as well as the Open
Vulnerability and Assessment Language. Third of all, information from textual
descriptions will been analyzed.

Chapter 6 presents a proof of concept implementation based on the proposed
data structure as well as the results of the vulnerability database analysis. A
design is introduced which uses pluggable modules for reading and writing vul-
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nerability information. Different reader and writer implementations are discussed
and usage examples given. Afterwards, statistical results of the information ex-
traction from textual description are examined. Finally, the integration of the
presented implementation with the MulVAL attack graph tool is described.





Chapter 2

Technical Foundations

The second chapter covers the foundations of this thesis. At first, the term
vulnerability in general and in the context of computer systems is explained. Af-
terwards, it will be shown how software vulnerabilities are collected and stored,
and approaches to a unified information base are examined. The second part
of this chapter takes a detailed look at attack graphs. The common workflow is
presented, the required input data described, and advantages of their use are out-
lined. Then, the three most common types of attack graphs are presented and
finally open issues enumerated.

2.1 Vulnerability Analysis

2.1.1 The Term Vulnerability

Before the term vulnerability is presented in the technical and software-specific
context of this thesis, the meaning of vulnerability in general should be under-
stood. The Compact Oxford English Dictionary[Pre] specifies

vulnerable adjective - exposed to being attacked or harmed.

Thus, the noun vulnerability is the property of somebody or something possi-
bly being harmed. This property refers to both, an entity which may be harmed
and to some kind of harm or hazard. Also note that a vulnerability relates to a
potential event which has not occurred yet; it may not even occur at all. This
adds two additional dimensions: a time factor and a probability. In a nutshell,
a vulnerability declares that something is exposed to a harm which may occur
some when in the future. A good discussion of how to define vulnerability with
a mathematically model can be found in [IKH+08].

9
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2.1.2 Vulnerabilities of Computer Systems

Computer system vulnerabilities describe the potential harm threatening an IT
system. The cause of this harm can be assigned to either one of the four cat-
egories of the user layer, the administrative layer, the physical layer, and the
software layer. The software layer includes vulnerabilities which originate in the
unintended behavior of applications. An example is the vulnerability of several
Microsoft Windows versions, which allows remote attackers to run arbitrary com-
mands on any vulnerable system, best-known for the exploitation by the Dow-
nadup worm[Cord]. The physical layer includes vulnerabilities that result from
physical access to hardware on which applications run. An example is the so-
called ’cold boot attack’[HSH+08]. Having physical access to the Random Access
Memory (RAM) of a computer allows an attacker to retrieve a password kept in
RAM during an applications execution, even after the machine has been turned
off. The administrative layer includes vulnerabilities caused by procedures and
policies, which can result in a harm to the system. Often, vulnerabilities are the
result of poor policies. An example are low requirements for user account pass-
words, like no minimum length and no need for special characters. This tempts
users to use simple words and combinations such as ’welcome’, or ’123’1, which
are the first to be checked by an attacker. The last, and probably most damaging
class of vulnerabilities are caused by users. No matter how good software is pro-
grammed, the hardware is protected, and how tight the security policies may be
defined, if a user writes down the account password on a Post-it note and sticks
it right on the monitor, the system remains highly vulnerable.

Computer and information security often is centered on the security goals
of confidentiality, integrity, and availability (CIA). In this thesis, the definitions
defined in[oSTa] are used.

confidentiality The security goal that generates the requirement for protec-
tion from intentional or accidental attempts to perform unauthorized data
reads. Confidentiality covers data in storage, during processing, and while
in transit.

integrity The security goal that generates the requirement for protection against
either intentional or accidental attempts to violate data integrity (the prop-
erty that data has not been altered in an unauthorized manner) or system
integrity (the quality that a system has when it performs its intended func-
tion in an unimpaired manner, free from unauthorized manipulation).

availability The security goal that generates the requirement for protection
against intentional or accidental attempts to (1) perform unauthorized dele-
tion of data or (2) otherwise cause a denial of service or data.

1http://www.darkreading.com/blog/archives/2009/02/phpbb_password.html

http://www.darkreading.com/blog/archives/2009/02/phpbb_password.html


2.1. VULNERABILITY ANALYSIS 11

Figure 2.1: Vulnerabilities, Exploits, and Mitigations

An example for a confidentiality violation is the eavesdropping of online bank-
ing information over an alleged secure connection[SSA+08]. An integrity example
is the modification of domain name system (DNS) entries, also called domain hi-
jacking, that leads to clients communicating to the wrong servers2. And an
availability example are (distributed) denial of service attacks which take down
web servers as Estonian websites experienced it in Summer 2007[Evr08].

For this thesis as well as for attack graphs in general, only software-based
vulnerabilities are considered. Hardware-based misuse is difficult to prevent and
fix, administrative vulnerabilities are very specific to single organizations, and
last but not least, user-related vulnerabilities are rather social issues of trust
relationships and often leave the scope of the analyzed computer system. Revising
the vulnerability description from above that stated “something is exposed to a
harm which may occur some when in the future” in the context of software
applications gives the following interpretation. The unspecific ’something’ is a
program or data that can be harmed. The harm which it is exposed to is the
violation of one or more of the CIA security goals and can be caused by an
attacker who uses an exploit to capitalize on the vulnerability.

Figure 2.1 shows a graphical representation of the relationship between vul-
nerabilities, exploits, mitigations, and preconditions as well as postconditions. A
vulnerability may have a number exploits which describe how to cause unintended
behavior based on the corresponding weakness. For each exploit, mitigations may
be known to circumvent the exploitation of a vulnerability. Transitively, each mit-
igation relates to a specific vulnerability. All three, vulnerabilities, exploits, and
mitigations are descriptions, since they describe a situation, how to make use of
it, or how to prevent it. Note the difference in vulnerability descriptions which

2http://www.theregister.co.uk/2008/05/29/comcast_domain_hijacked/

http://www.theregister.co.uk/2008/05/29/comcast_domain_hijacked/
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describe a situation as is, and exploit or mitigation descriptions which describe a
how-to, that is a procedure or algorithm. Descriptions are not necessarily textual
descriptions only, but can be available in the form of code examples, recommen-
dations, or the like. A piece of software can be a description as well. An example
is the implementation of an exploit in a short C program. For one, the same
behavior could be coded in a different programming language, such as Python or
Assembler. Also, having an exploit at hand does not mean making use of it. For
this actions are used which are realizations of descriptions. The action making
use of an exploit is called attack, the action applying a mitigation is called a fix.
Both actions result in the change of system properties referred to by a description
as condition. A condition is a characterization of system properties. Such a con-
dition may be the availability of Windows XP with a version earlier than Service
Pack 2. Although there is no difference in the structure of a precondition and
a postcondition, the model depicts both to clarify the idea of conditions. Take
the Downadup[Cord] vulnerability as an example. The textual description of the
Common Vulnerabilities and Exposures entry 2008-4250 states:

The Server service in Microsoft Windows 2000 SP4, XP SP2 and SP3,
Server 2003 SP1 and SP2, Vista Gold and SP1, Server 2008, and 7 Pre-
Beta allows remote attackers to execute arbitrary code via a crafted
RPC request that triggers the overflow during path canonicalization,
as exploited in the wild by Gimmiv.A in October 2008, aka “Server
Service Vulnerability.”

Vulnerable applications were all Microsoft Windows versions from Microsoft
Windows 2000 to Microsoft Server 2008. The inflicted harm is described as
“allows remote attackers to execute arbitrary code”, which results in an integrity
violation, but easily can turn into a confidentiality as well as an availability
violation. Because the affected programs are operating systems, it is assumed
that any data stored and program executed in the context of this operating
system will be affected. The technique used is described as “RPC request that
triggers the overflow during path canonicalization” and an exploit is available by
the name “Gimmiv.A”. Microsoft has released a patch on October 23rd, 20083

which mitigates the vulnerability.

2.1.3 Vulnerability Databases

Similar to the Downadup example given above, many other vulnerabilities emerge
each year. Often, reports are provided by commercial organization which of-
fer security solutions for computer systems, as well as by individual security
researchers. Known vulnerabilities of programs are collected in vulnerability

3http://www.microsoft.com/technet/security/bulletin/ms08-067.mspx

http://www.microsoft.com/technet/security/bulletin/ms08-067.mspx
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databases (VDB). Such databases comprehend large compilations of software
weaknesses, but as detailed in section 3.1.2 in a non-uniform manner. The rea-
son is likely the different goals different providers of VDBs pursuit. Exemplary,
some of the more popular vulnerability databases are described in the follow-
ing paragraph: the VDB from SecurityFocus, advisories[Seca] from Secunia, and
the Open Source Vulnerability Database[Dat], operated by the Open Security
Foundation.

The SecurityFocus VDB is based to a great extend on reports from the Bug-
Traq mailing list and implements a full disclosure policy. This means information
about a vulnerability is released whenever it is known and no relevant knowledge
is withheld. Among the provided data for a vulnerability are the vulnerable
systems, an exploit description, a solution description, and references to fur-
ther details provided by the vendor or other VDBs. Secunia, a Danish company
founded in 2002, provides security advisories, which are created from external in-
formation and in-house security research. Vulnerability information are released
based on a coordinated disclosure policy, which means that vendors are given a
reasonable amount of time before detailed information is released to the public
domain. Among the provided data for a vulnerability are the impact, the affected
operating systems, a threat level, a description of how the vulnerability can be
dispelled, and references to further information. The Open Source Vulnerability
Database (OSVDB) is not maintained by a company, but a community effort
to provide free technical information on vulnerabilities. This also includes the
availability to download all existing descriptions, whereas other VDBs are only
accessible through a web interface for non-customer users. Among the provided
data are a short description of the vulnerability, a classification, affected vendors,
products, and the corresponding versions.

It is apparent that some overlaps between different VDBs exist, but other
information are unique to each vulnerability database. A detailed analysis of
provided information for selected vulnerability databases is done in Chapter 5.

2.1.4 Unification Efforts

The lack of similarities and common criteria for vulnerability descriptions has
been recognized and various efforts have been made to address this issue. These
efforts resulted in meta vulnerability databases, independent from different VDB
instances. The ultimate goal is to provide a unified view on different imple-
mentations and aspects of the same problem. An important role in this process
has the United States National Cyber Security Division (NCSD), responsible
for risk management of and responses to cyberspace threats against the United
States of America. The NCSD runs the United States Computer Emergency Re-
sponse Team (US-CERT) and sponsors vulnerability related projects such as the
National Vulnerability Database (NVD), the Common Vulnerabilities and Expo-
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sures (CVE) list, as well as the Common Vulnerability and Assessment Language
(OVAL).

The Common Vulnerabilities and Exposures list[Cora] is a meta vulnerability
database. Its goal is to provide a common identifier for known weaknesses which
can be used across various VDBs. Before 1999, each vulnerability database has
its own name and it was difficult to detect when entries referred to the same
weakness. With the help of CVE entries, vulnerabilities at least have a unique
identifier. Known problems reported to the CVE Editorial Board are first as-
signed a candidate status and, if not rejected, become an official entry in the
CVE list. As a consequence, CVE entries do not include the latest, but only
verified vulnerabilities. Each entry contains a status indicator (candidate or en-
try), a brief description, and references to the corresponding entries in VDBs.
Therefore, the CVE database does not contain any detailed information about
vulnerabilities such as the impact of a weakness.

The Common Vulnerability and Assessment Language[Corb] aims for a stan-
dardized vulnerability-related information access across different tools and ser-
vices. With OVAL it is possible to describe requirements for a certain vulner-
ability, configuration information of analyzed systems, and resulting assessment
reports. The greatest benefit in the context of this thesis is the detailed and
structured description of configurations affected by vulnerabilities. Vulnerability
definitions are done by experts and available for download from a central repos-
itory. These vulnerability definitions do not contain information on the severity
or locality which have to be obtained from other sources. Every vulnerability
entry available from the OVAL repository is based on CVE entries. Therefore,
only verified weaknesses are included.

The Forum of Incident Response and Security Teams (FIRST) maintains the
Common Vulnerability Scoring System(CVSS)[MSR07] and addresses the prob-
lem of multiple and incompatible vulnerability assessments. Based on different
metrics every known vulnerability is evaluated and scored. Each vulnerability is
assigned values for base metrics, temporal metrics, and environmental metrics.
Base metrics include access vector and access complexity information, the degree
of confidentiality, integrity, and availability (CIA) violations, and the number
of required authentication steps. Temporal metrics note, for example, if a vul-
nerability has already been verified, and environmental metrics are specific to a
company or organization in which a vulnerability may occur. CVSS scores are
available to anybody and used by a number of vendors, such as the National
Vulnerability Database or IBM’s X-Force solution[Sys].

Both OVAL, and CVSS information, are created in a joint effort by several
parties. Proposal for new entries are made, reviewed, discussed and finally ac-
cepted or rejected. A more detailed analysis of the provided information is given
in section 5.1.
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2.2 Attack Graphs

2.2.1 Advantages

Attack graphs yield a number of advantages. Many of them are based on the abil-
ity to link single attacks together and form attack paths. Additional advantages
result from the visualization possibilities facilitated by the graph data structure.
Several of the following examples have been described in greater detail in the
seminal work by Oleg Sheyner[She04].

The construction of attack graphs allows a number of analyses which are not
possible if attacks are regarded as atomic and therefore are not related to one an-
other. A prominent example is the identification of the shortest path an attacker
has to take to reach the goal of an attack. Having the network structure and
existing vulnerabilities on hosts available, it is possible to compute the minimal
number and the kind of steps required to fulfill the attackers objectives. This
knowledge can be beneficial to both parties. An attacker would greatly profit,
because the necessary effort can be reduced to a minimum. But the defenders
benefits are important as well. With the gained knowledge protective measure-
ments can be conducted, such as the deployment of an intrusion detection system
along this path. At other times, not the shortest, but the path of least resistance
is more interesting. It describes the attacks which cause the minimum attention,
e.g., by not crashing systems or triggering alerts from firewalls. Sometimes pivotal
points of a network can be identified, hosts which any attack would have to pass.
Securing these hosts can greatly increase the chance of breaking any attack to a
high-value asset located in a network, such as the customer database described
in chapter 1. These studies can also be used in the design phase of a computer
network, because they allow a benefits-costs analysis of different approaches to
defend the network before cost-intensive field tests have to be conducted. An-
other use case for attack graphs is the correlation of ostensible ’uninteresting’
events logged by an intrusion detection system. With the knowledge of possible
attack paths, these events can be linked and may form two a series of steps on
an attack path.

The visualization of attack graphs also benefits from the graph data structure
properties. It is known that the graphical representation of complex issues can
increase the understanding and reduce the time to identify points of interest.
Another advantage is the possibility to abstract from the overwhelming amount
data by identifying connected components in graphs. For example similar hosts,
that is hosts with the same configuration in the same section of a network, can
be grouped into a unique instance. This can lead to an reduction of hundreds of
hosts to a single visual node. Last but not least, novice system users are able to
understand the system and threats it is exposed to much faster.
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Figure 2.2: Workflow of Attack Graph Construction and Analysis

2.2.2 Workflow

To deepen the understanding of attack graphs, a closer look is taken at how they
are build and utilized. Figure 2.2 depicts the general workflow of attack graph
creation and usage. At first, information about a system is gathered. Then,
based vulnerability descriptions, an attack graph is constructed. Step 3, the
analysis and step 4, the visualization, are interdependent and can be performed
repeatedly.

The first step is the information gathering. Before an attack graph can be
generated, a uniform representation of data from various sources must be created.
The two most important types of information are the network model and data
on vulnerable hosts information. Information about the network infrastructure
is important to understand from which hosts other hosts can be reached, for
example to open an SSH connection or exploit a web server vulnerability. Without
a network model, an attack graph tool would not be able to relate different hosts
to one another and outline imminent attack paths. The network topology can be
extracted from various sources, such as network scans, firewall rules, or file-based
descriptions of the network structure.

To know which hosts are vulnerable to what kind of attacks, information
about weaknesses on hosts are crucial. Often, tools such as Nessus[Secc] and
nmap[Lyo] are used, sophisticated applications which provide detailed insight in
the configuration of scanned systems. Such information include for example the
operating system, running services like an email server, and even detailed version
information for a more precise assessment of the involved systems.

Often, these two types of information are pre-processed to be available in an
internal format. Other data such as a model of the attacker or existing security
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policies may be used, too. Data that can be automatically gathered is desirable,
but manually entered data may be required as well.

Before an attack graph can be constructed, an attack graph tool has to know
how attacks can be conducted, i.e., how do vulnerabilities relate to each other,
what preconditions are necessary for an attack to take place, and what postcon-
ditions will an attack result in. Once both, system information and vulnerability
information are gathered and analyzed, an attack graph constructor performs
step 2. This component will compute a reachability matrix, i.e., what computer
is directly connected to which set of other computers. Next, the host weaknesses
as well as the vulnerability information are integrated. As a result, an attack
graph has been constructed. The remaining steps involve the interaction with a
user. This user can now analyze the attack graph, appoint most valuable hosts,
identify shortest paths, test whether the elimination of certain steps would break
all attacks, and so on. The visualization of attack graphs can be based on the
constructed attack graph or on an abstraction of it. It needs to provide both, a
simplification of the often overwhelming amount of data as well as a detailed view
of relevant information. Current research focuses on how these to requirements
can be met within the same user interface.

2.2.3 Input Data

Attack graph input data is based on a wide variety of sources. Besides network
topology information, host weakness information, and vulnerability information,
attacker models, trust relationships, and security policies may be required. The
larger and more detailed this data set is, the more valuable the resulting attack
graph will be. Gathered data will be unified before it is aggregated into an overall
model. Also, abstractions and grouping are used to simplify the data sets without
loosing precision of information. Graph models are used to represent computer
networks and existing vulnerabilities.

Depending on the analyzed system, network models and security policies are
rather static or rather dynamic. Company networks with physically fixed work
stations will not change often. Wireless networks with dynamic reconfigurations
or mobile network setups, on the other hand, are exposed to many changes in the
network topology. Currently, attack graph analysis is only applied to snapshots
of network topologies, i.e., the state of a network is captured and an attack graph
analysis is conducted based on this state. Once the network configuration has
changed, results from an analysis may become invalid.

Host weakness information, i.e., what host exposes which vulnerabilities will
also change over time. Whenever a new application is installed, an update to
an application is applied, or applications are removed, the vulnerability exposure
of a host can change. Similar to the network configuration, changes in host
vulnerability information may result in an outdated attack graph.
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In contrast, vulnerability information in general does not change over time.
Only new vulnerability information becomes available. Whether host weakness
information needs to be updated depends on what the host information is stored.
If an attack graph tool saves all available data about hosts, new vulnerability
information can be used to deduce the existence of this vulnerability on a specific
host. Then, no rescan of the entire set of hosts is necessary. But often this is
not the case and only data about which weakness exists on what host is stored.
Thus, the release of new vulnerability information often requires the re-gathering
of host information as well.

The same applies to changes in the attacker model. An attacker model may in-
clude information on what exploits and information are available to the attacker.
Although this data may change, it does not affect other input data.

2.2.4 Types of Attack Graphs

There is no single way to model attack graphs. Instead different techniques have
evolved over time of which the most important are presented in the following
paragraphs. Nevertheless, a better understanding of attack graphs will help to
understand the needs addressed by this work.

Attack graphs can be used in two ways. One possibility is to use attack
graphs as an informal modeling technique of threats a system can be exposed to.
Regardless of whether the system already exists or is just about to be designed,
attack graphs allow the description of possible attacks at any level of detail.
Schneier proposed this approach in 1999[Sch99]. It has been developed further
and is today used to consider security aspects already in the design phase of the
software development cycle (e.g., [GW07] and [coo09]).

The second major area of application is the usage of attack graphs as a data
structure. Here, they are employed to hold vast amounts of information to allows
the use of model checking techniques and graph analysis tools. Ou points out in
[Ou05], that there are two basic approaches to model attack graphs as of 2005.
The first is based on the network state, the second on exploit dependencies.
The former models the network state in a state transition system. Every time
an exploit is executed, the state of a host and thus the state of the network
changes. A precondition of a vulnerability is a description of the state required
to execute an exploit, the corresponding postcondition describes the state once
the exploit has been executed. The exploit itself triggers the state transition.
An attack path, that is a number of attack steps to reach a certain goal, is
therefore a sequence of state transitions. You find an example of such a graph
in Figure 2.3(a). The reason of the initial use in the research community of this
approach is that existing model checking applications can be used to analyze an
attack graph. But a major drawback is an exponential state explosion and the
even higher number of state transitions. Note how the usage of an exploit in
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(a) Network state (b) Exploit dependency (c) Multi-Prerequisite

Figure 2.3: Types of Attack Graphs

Figure 2.3(a) leads to a completely new state, because the existing state has to
be considered as well. It has been shown that simulations with even a network
of only 5 hosts takes hours to analyze[She04].

One important simplification which reduces the number of state transitions is
the monotonicity property. If it is assumed that an attacker only gains privileges,
but never performs actions which are counterproductive, only edges towards a
goal need to be considered. This monotonicity property has been adopted for
use in exploit dependency graphs. In contrast to network state models, exploit
dependency graphs represent the state implicitly. Exploits are used as nodes.
An inbound edge to an exploit node indicates that the precondition is fulfilled,
an outbound edge indicates the postcondition an exploit leads to. Therefore
these edges represent possible conditions of network. At first sight, the exploit
dependency graph example in Figure 2.3(b) looks similar to the network state
example in Figure 2.3(a), but taking a closer look the difference shows. Instead
of each node representing a new state, vulnerabilities of a certain type always
lead to the same node. This allows a great reduction of the graph size.

A third type of attack graph representation has been proposed by Ingols
et al.[ILP06]. It addresses the redundancy of exploit dependency graphs where
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nodes may occur several times. The multi-prerequisite graph consists of three
types of nodes, i.e., state nodes, prerequisite nodes, and vulnerability instance
nodes. State nodes represent the level of access an attacker has on a particular
host. State nodes point to prerequisite nodes, which indicate the postcondi-
tion of that state. At the same time prerequisite nodes have outgoing edges to
vulnerability nodes, thus describing required preconditions of the corresponding
vulnerability. Finally, outgoing edges of vulnerability nodes point to the states
which can be reached exploiting this very vulnerability. This new type of graph
simplifies the size of attack graphs even further. An example is depict in 2.3(c)
which has been taken from [ILP06].

Additional performance increases and analysis abstraction can be achieved
by placing hosts with similar reachability and configuration into the same group.
Then, attack graphs are constructed based on groups instead of single hosts.
This is of great advantage when networks with a similar machine setup are to
be analyzed. The interested reader is referred to [NJ05] and [ILP06] for further
reading.

2.2.5 Open Issues

Current research on attack graphs focuses on the visualization of attack graphs.
This has become important after the computational complexity could be reduced
clearing the way for the analysis of large computer networks. Especially the reduc-
tion of information presented to the user[HVOM08] and interactive usage[WLI08]
have been a focus, lately. Other works have engaged in the application of at-
tack graphs to other areas of research. Among them is the enhancement of
Intrusion Detection Systems based on attack graph analysis[NJ07], configura-
tion management assistance[HOM08], and vulnerability assessment of cellular
networks[KLL08].

Another open issue is how vulnerability information can be obtained. It
will be shown in chapter 3 that the automatic extraction of preconditions and
postconditions has not been solved satisfactorily. Often, tools are based on hand-
written descriptions of the requirements a specific exploit has, and humans also
have to describe the effects of this exploit. Of course this is impractical for
the large number of exploits known. As of January 2009, more than 35,000
vulnerabilities are described in the CVE dictionary. This thesis will analyze how
this process can be automated and show the benefits and the practicability of
this method.

2.3 Chapter Summary

It was shown that the term vulnerability describes the fact that something is
exposed to a harm, which may occur some when in the future. Of the four layers
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from which vulnerabilities of computer systems may emerge, only the software
layer will be regarded in this thesis, whereas most of these threats affect either
the confidentiality, the integrity, or the availability of a system. Known vulnera-
bilities are gathered in vulnerability databases (VDB), but these lack a common
set of description mechanisms. Thus, unification efforts try to provide common
descriptions and assessments of vulnerabilities.

Furthermore, this chapter explained the workflow of creating and using attack
graphs. Four basic steps can be identified: information gathering, attack graph
construction, attack graph visualization, and attack graph analysis. The required
system information comes from a variety of sources, but most important are
the network topology and weakness information of included hosts. Additionally,
vulnerability information are needed, which allow to build linked attacks. With
these, attack graphs give benefits, such as the analysis of potential attack paths
and the optimization of intrusion detection systems. Of the three presented
attack graph types, the network state approach is the least efficient, the multi-
prerequisite graph the most efficient one. But despite the extensive research, the
automatic extraction of vulnerability information from vulnerability databases
remains an open issue.





Chapter 3

Related Work

This chapter presents preliminary works which have influenced the decisions made
in this thesis. Important conclusions are drawn in the corresponding evaluation
sections. The related work is examined in two parts. At first, the research done
on describing and understanding vulnerabilities is presented. An important part
of it is the analysis of the status quo of information extraction from vulnerability
databases. The second part covers previous research on attack graphs. A closer
look is taken at the current situation of vulnerability information extraction and
processing as well as existing tools to analyze computer networks with attack graph
models.

3.1 Previous Work on Vulnerabilities

To increase the understanding of the term vulnerability, a closer look is taken
at the research evolving around the definition, classification, and collection of
vulnerability information. In the context of this thesis it is of special interest how
vulnerabilities can be represented and processed to our best advantage. Taking
a closer look at past and current approaches will help to understand difficulties
encountered by others and how they could possibly avoided. It will be shown
that vulnerability seems to be a simple concept as long one stays on an abstract
level. But the more details are included and the more interlaced relationships
become, the more complex resulting models turn out to be. From the presented
classification schemes we will pick the properties that suits the purposes best: to
ease the automation of vulnerability processing for attack graphs.

23
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3.1.1 Classifications

A Taxonomy of Computer Program Security Flaws, Landwehr et al.

Landwehr et al. propose a classification of program[LBMC94] security flaws based
on three questions: ’How did the flaw enter the system?’ the so-called genesis,
’When did the flaw enter the system’ or the time of introduction, and third,
’Where in the system is the flaw manifested?’, i.e., the location. Each question
can be specified in more detail in a tree-like fashion. The genesis, for example is
either intentional or inadvertent, if intentional, either malicious or non-malicious,
if malicious, a Trojan horse, a trapdoor, or a logic bomb. The hierachy can be
continues as required. Time of introduction is subdivided into development,
maintenance, or operation, and the location of a flaw, if software-based, for ex-
ample into operating system or application. As an example, 50 security flaw
examples are categorized. The goal of this classification is to help security ex-
perts to organize and understand vulnerabilities and to help in preventing future
flaws.

How to Systematically Classify Computer Security Intrusions, Lindquist, et

al.

In [LJ97] Lindquist and Jonsson present a classification with the intention to-
wards an easier creation of reports, statistics, and warning bulletins of intrusions.
The classification is created with the help of dimensions which are “different at-
tributes, any of which could be chosen as the basis of the classification”. As the
two most relevant dimensions, intrusion techniques and intrusion results are iden-
tified. Technique can be described as the means which lead to the exploitation
of a vulnerability, whereas the results describe the outcome of an attack, how it
has affected the system, and what an attacker has access to afterwards. Tech-
niques are classified into the bypassing of intended controls, the active misuse of
resources, as well as the passive misuse of resources (e.g., automated searches).
Result categorization is based on the three major computer security aspects, i.e.,
confidentiality, availability, and integrity. The classification remains an informal
categorization of vulnerabilities and provides no processable data set.

A Practical Formalism for Vulnerability Comparison, Engle et al.

Engle et al. observe that the term vulnerability is still an ambiguous term and
present a framework to define vulnerability and related notions[EWH+06]. The
goal of this work is to provide a basis for comparing different vulnerabilities,
thus leading to a better understanding of the problem. The presented framework
is formally described, though it requires the definition of more than ten other
terms before it is possible to define vulnerability. In plain words, a vulnerability
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is specified as a violation of certain security policies in a specific system set up.
No further use of this framework is known to the author.

Evaluation

Other attempts to provide a vulnerability classification try to approach the prob-
lem from different angles [Kum95, SH05, AWM06]. However, all of them lack a
unifying model to represent the different views on vulnerability-related issues. It
seems as if the concept behind the term ’vulnerability’ is simple on an abstract
level, but complex once you have to get detailed. Terms such as flaw, security
intrusion, and vulnerability are used interchangeable, adding to the confusion in
understanding vulnerabilities. Often different approaches have a different goal,
but mix this with the intention to provide a global model. Some are too generic,
others too specific, and some simply impractical. Thus the lesson learned for
this thesis is, that it is better to model vulnerability so that it suits exactly the
requirement, remaining aloof from any generic approach. Instead, properties of
other models are picked as needed. For example, similar to the classification
done by Lindquist et al., a proposed model should categorize the outcome of
vulnerabilities into either confidentiality, integrity, or availability.

3.1.2 Vulnerability Databases and Information Extraction

Data Mining in Vulnerability Databases, Schumacher, et al.

Schumacher et al. researched the state of vulnerability databases[SHHB00]. Sev-
eral such databases exist, publishing warnings about existing software vulner-
abilities to a large group of people. But instead of a centralized or federalized
organization of these databases, a balkanized organization is in place. This means
no coordination of control of the various vulnerability databases is in place. As a
result, there is a lack of a widely accepted and used ontology. And without such
an ontology, the classification of vulnerabilities in these databases is a difficult
venture.

A Machine-Oriented Integrated Vulnerability Database for Automated Vul-

nerability Detection and Processing, Sufatrio et al.

In 2004 Sufatrio, Yap, and Zhong propose a new vulnerability database called
Movtraq[SYZ04]. Because existing databases are mostly populated by humans
for humans and with human readable textual descriptions, Sufatrio et al. pro-
pose a database which is to be machine readable. This would address the dif-
ferent terminologies and conventions currently used by the various vulnerability
databases. Movtraq entries consist among others of information about vulnera-
bility, environment, operating system, application, service, and exploit entities.
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In conjunction they are able to describe vulnerabilities in a detailed and auto-
matically processable manner. Included in the vulnerability specification are pre-
and postconditions of a vulnerability.

Knowledge Discovery in Cyber Vulnerability Databases, Tierney

Tierney investigated to what extend data mining techniques can be applied to ex-
isting vulnerability databases and what knowledge can be gained from it[Tie05].
He notices that studies on the vulnerability databases have barely taken place.
Tierney’s goal is to mine a cyber-vulnerability database in order to discover co-
occurring vulnerability attributes, to predict vulnerability classes, and to deter-
mine patterns of vulnerability. His work is based on the now deprecated ICAT
Metabase, which has been succeeded by the National Vulnerability Database
(NVD)[oSTb]. From the available attributes he choose 30 which provided valu-
able data, among them the CVE ID, severity, attack requirements, loss type, and
vulnerability type. Inspecting the plain text attributes, for example comments,
list of vendors, and the affected software. Tierney found them to be highly in-
consistent in content and format. Therefore he did not included them in his data
set used for evaluation.

Analysis of the NIST database towards the composition of vulnerabilities in

attack scenarios

The analysis of the National Vulnerability Database done by Franqueira and van
Keulen intends to increase the understanding of vulnerability attributes[FvK08].
Among them are impact, exploitability, type of vulnerability, and plain text, all
which are available in the NVD and created by domain experts. For this analysis
Common Vulnerability Scoring System[MSR07] is used which assigns an impact
rating to various aspects of a vulnerability, for example the impact of a weakness
on the availability, integrity, and confidentiality of a system. The results are
always applied to the entire host, for example access is gained on a host, not a
specific application. Therefore, installed software, operating systems and there
respective versions are not regarded as relevant. The textual descriptions of CVEs
are only evaluated if they contain the two expressions “execute arbitrary code”
or “execute arbitrary programs”, ignored otherwise. This leads to very low clues
gained from these descriptions on the attack results. Some CVEs, which have
no impact on neither integrity, availability, nor confidentiality defined where in
third of the cases mis-classified or referred to an unknown impact.

Evaluation

The research on vulnerability databases and the usability of the contained data is
not very extensive and only a few projects seem to value the information embodied
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by these databases. The situation described in the paper from Schumacher et al.,
although old is not outdated. There is no overall organization or agreement on
how vulnerability information should be represented. Except for the unique CVE
identifier, by which vulnerability descriptions from different databases can be
linked, no common denominator between various vulnerability databases exists.
Sufatrio et al., who try to address this problem with a new type of vulnerability
database were unsuccessful, because the proposed database has not been adopted.
It can be assumed that the existing system of human readable descriptions created
from humans and intended for other human beings has been established and built
up a vast amount of knowledge. A transition to another, more formal model
will be a difficult and slow process. For this reason, working with the existing
dataset seems to be the only reasonable solution. The work done by Tierney
was a first step in this direction and provides the first substantial analysis of
information gathered in a vulnerability database. Franqueira and van Keulen
follow in Tierney’s do an even more detailed analysis. But both studies rely
mostly on the fixed attribute set which accompany the vulnerability descriptions.
The descriptions itself are not regarded as analyzable. They contain a great deal
of information, but which is hard to extract.

3.2 Previous Work on Attack Graphs

Attack Graphs are an attack modelling technique based on the interconnection
of single attacks, forming a multi-step attack. Although multi-step attacks can
take place on a single host, attack graphs are usually used in network environ-
ments. Once vulnerabilities of the participating hosts are known, network and
vulnerability information can be analyzed and path of attacks found. Often in
conjunction with a graphical representation, attack graphs promise an easy-to-
grasp and -automate analysis of complex computer systems.

It is important to distinguish between hosts as part of a network and nodes
in an attack graph which represent an attack step in a sequence of steps. This
often leads to confusion in discussions on attack graphs. In the following, when
talking about nodes, the node in an attack graph and thus a single attack step
is meant.

3.2.1 Multi-step Attack Description

Attack Trees, Bruce Schneier

Schneier was one of the first to model attacks in graph-based fashion. In [Sch99],
he introduced attack trees as a novel method to model attacks. Instead of being
solely technical, attack trees can model any attack, such as opening a safe. In
attack trees, the goal of an attacker is modelled as the root of a tree, e.g., gain
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access to content of the safe. Each child node of this root represents a subgoal
required to reach the parent goal, for example, burst open safe. Nodes may
be AND- or OR-connected. Values can be assigned to the nodes, representing
different things, e.g., the knowledge of an attacker. Thus, the costs of a path
can be computed. Schneier does not present a formal definition of attack trees,
but gives an introduction in how attack trees could be constructed and used. In
contrast to Schneier, in later attack graph research the root of an attack graph is
not the ultimate goal, but the possible starting point of an attack, e.g., standing
outside of the bank.

JIGSAW: A Requires/Provides Model for Computer Attacks

In [TL00], Templeton and Levitt present JIGSAW, an attack specification lan-
guage. JIGSAW describes attack scenarios which are composed of smaller at-
tacks, so-called concepts. A concept is an abstract situation with requires certain
capabilities (preconditions) and provides others (postconditions). Concepts are
defined independent from other concepts. Therefore the required and provided
capabilities can be used as the single type of interface between different concepts.
Both, required and provided capabilities, are described with common data type
operators such as text comparison operators and set relations, e.g., ’TP.service is
RSH’ means that the trusted partner (TP) runs a remote shell service. Additional
operators can be defined with JIGSAW.

LAMBDA: A Language to Model a Database for Detection of Attacks

Cuppens and Ortalo introduce a language to model a database for detection of
attacks (LAMBDA)[CO00]. Similar to the model presented by Templeton and
Levitt, LAMBDA allows to describe atomic attacks which can be combined into
attack scenarios. An attack scenario requires a system to be in a certain condition
(precondition). If the attack scenario is successfully executed, an effect on the
system is caused (postcondition). Conditions, i.e., the states a system can be
in, are described with the help of predicates. These predicates can be combined
using the logical operations AND, OR, and NOT. For example ’port(telnet, 23,
tcp)’ means telnet is running on standard TCP port. Actions are described
based on attribute value tuples. E.g., ’action(E) = adduser –uid 1042 mallory’ is
the action of creating a user called mallory. Thirdly, actions are combined into
attack scenarios with special operators, such as a sequential composition, parallel
execution, or a non-deterministic choice. Each description type (state, actions,
scenarios) is specified in its own language, whereas the languages do not limit the
level of detail used for descriptions.
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An enhanced attack tree model of Internet attacks

Tidwell et al. introduce [HTLF01] a specification language which is explicitly
based on both, attack trees as well as pre- and postconditions. Similar to [CO00],
attacks can be composed of other attacks. First order predicate logic and boolean
logic are used to describe the system as well as attacks. Although the title
indicates otherwise, the proposed language can be used to describe arbitrary
systems.

Formal Modeling of Vulnerability

Fithen et al. found the term vulnerability itself to be ill defined and thus pre-
sented in [FHOS04] a formal model of vulnerabilities. The model is based on
a few simplifications, such as limiting the scope to only a single computer and
restricting the presented model to the domain of Microsoft Windows. With the
help of preconditions and impacts (postconditions) of vulnerabilities, Fithen et
al. are able to produce and visualize dependency graphs of vulnerabilities. Of
the described circumstances, “enough of each concept was modeled to make pos-
sible the modeling of vulnerabilities”. Vulnerabilities are described by experts,
“writing one rule at a time”.

Evaluation

Further proposals similar to the ones presented above have been made to describe
attacks based on pre- and postconditions. For instance Cheung et al. who in-
troduce reusable attack patterns based on attack descriptions [CLF03] or Ning
et el. who demonstrated the application of this model in the context of intru-
sion detection systems [NCR02]. But although it seems to be widely accepted
that this approach is adequate to describe attacks, no general database of attack
descriptions has been created. The problem with these and other proposals has
been that all attacks have to be created manually. Security experts are required
to analyze emerging vulnerabilities, identify pre- and postconditions, and trans-
form the gained knowledge into one or the other description. As will be shown
later, a comprehensive knowledge base has not been created over the course of
the last two decades and thus is unlikely to be created in the near future. Of the
presented models, none is restricting the user to a specific level of detail. Rather
it seems to be agreed upon that the required level cannot be imposed because
the requirements are to vague to be anticipated. Also note that some kind of
predicate logic in connection with boolean logical operators is proposed by most
authors.
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3.2.2 Attack Graph Construction and Analysis

A Graph-Based System for Network Vulnerability Analysis, Philips and Swiler

Philips and Swiler where one of the first to coin the term attack graphs[PS98].
They describe a system which, based on attack graphs, can identify a “set of
attack paths that have a high probability of success.” In such a graph, a node
represents the stage an attack is in and edges an attack. Each edge is assigned
a weight, which represents the probability, time required, or cost of an attack.
As required input Philips and Swiler name an attack database, the network to
be analyzed, as well as the attacker’s profile. Attacker profiles are based on
subjective profiles (e.g., access to certain computing resources). Over time, not
only the system under attack changes, but also the attacker’s knowledge of the
system. A research tool has been developed (see section 3.2.3), but has not been
at the disposal during the research of this thesis.

Scenario Graphs and Attack Graphs, Oleg Mikhail Sheyner

Sheyner’s PhD thesis [She04] is often considered as a seminal work on attack
graphs, with an emphasis on model checking and its performance. He defines
attack graphs as a specific kind of failure scenario graphs which are a succinct
representation of all execution paths through a system that violate some cor-
rectness condition. Sheyner defines attack graphs as “a collection of scenarios
showing how a malicious agent can compromise the integrity of a target system”.
His attack graph model is comprised of network attack model, i.e., a finite state
automaton, and three agents, a network agent, an attacker agent, and a defender
agent. Each agent can perform a certain set of actions which cause transitions
in the network attack model. The attack graph model is very generic and pro-
vides a computer specific flavor called network attack graphs. Here, the network
is computer network, the attacker a malicious agent, and the defender the sys-
tem administrator and installed security software. The developed application has
been deprecated, but is still available for download at the time of writing (see
section 3.2.3). A major problem Sheyner encounters is the enormous number of
states required to model networks with many hosts as well as a limited “library
of actions”. Without an extensive repository of attack information, analysis of
computer networks will be limited to a minor set of attacks.

Topological Vulnerability Analysis, Jajodia, Noel, et al.

Jajodia, Noel et al. model attack graphs based on exploit dependency graphs[JN07].
An exploit is defined by pre- and postconditions. Incoming edges represent pre-
conditions of which all must be met for an exploit to be successful. Respectively,
outgoing edges represent postconditions. An advantage of exploit dependency
graphs is that instead of modeling hosts, exploits on hosts are modelled, thus
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reducing the computational complexity. On the other hand, this model “requires
low-level attack details”[LI05]. Vulnerability information are based on pre- and
postconditions. Several of those have been created, among them rules for traffic
sniffing, password capturing and cracking, and X Window access. All of them are
hand-crafted. The situation is described as follows: “it is difficult to automati-
cally capture the semantics needed for exploit preconditions and postconditions,
because the vulnerability-reporting community has defined no standard formal
language for specifying such semantics”[JNO05]. A research tool has been devel-
oped (see section 3.2.3), but has not been made available for this thesis.

A Logic-Programming Approach Ou, et al.

Ou presents in his thesis the Multihost, Multistage Vulnerability AnaLysis (Mul-
VAL), a “logic-programming approach to network security analysis”[Ou05]. In
his words, an attack graph is a direct acyclic graph which represents the depen-
dency of actions that lead to the violation of the security property of a network.
Attack graphs can be described either based on the network state or on exploit
dependencies, whereas the latter is a much more efficient representation. Mul-
VAL is based on exploit dependency graphs and uses Datalog to describe system
properties. Datalog is a subset of the Prolog programming language. All relevant
input data such as software vulnerability advisories, configuration and network
topology information, and security policies are described in the same language,
i.e., Datalog. This input is then evaluated with the help of XSB1 as the logic
engine to evaluate predicates. Based on the predicates, XSB will compute all
possible paths to complete a defined goal, for example execution rights for an
attacker on a specific host. In his thesis, Ou presents about 20 rules which spec-
ify exploits such as code execution, file access, and privilege escalation, all of
them hand-crafted. Each rule include an exploit range, that is whether an ex-
ploit can be used only locally from a remote host. Also, exploit consequences
are described, e.g., a denial of service. The rules are specific to the Unix oper-
ating system. Ou argues that a ”model as needed” approach should be followed
which means that aspects of system should only be modeled if they are relevant
to determine pre- and postconditions of an attack. To extract the semantics of
an attack (e.g., pre- and postconditions and the exploit range), the National Vul-
nerability Database[oSTb] is used, existing vulnerabilities are identified with the
help of OVAL[Corb]. MulVAL has been made available for this thesis and will
serve in the proof of concept implementation.

1http://xsb.sourceforge.net/

http://xsb.sourceforge.net/
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NETSpa, Lippmann, Ingols, et al.

Lippmann, Ingols et al. base their research on the Network Security Planning
Architecture originally developed by Artz[Art02]. Attack graphs are described
with the help of multiple-prerequisite (MP) graphs[ILP06]. Such graphs consist
of three types of nodes, i.e., state nodes, prerequisite nodes, and vulnerability
instance nodes. A ”state provides prerequisites, which allow exploitation of vul-
nerability instances, which provide more states to the attacker”[ILP06]. This
new type of graph simplifies the size of attack graphs and thus the runtime of
attack graph computations to be linear. Previous works have been able to reduce
this at most to a quadratic runtime. Furthermore, the content of vulnerability
information has been reduced in order to be able to extract such data automat-
ically[ISP+05]. The simplifications include a limitation to 3 attack types (gain
a shell remotely, gain root remotely, denial of service) as well as 6 loss types.
(obtain superuser privilege, obtain user privilege, obtain other privilege, loss of
availability, loss of confidentiality, loss of integrity). The locality of attacks is
reduced to local as well as remote exploits. Although practical, more detailed
information are desirable, but it stated by the authors that ”We are not aware of
any readily available vulnerability database populated with the level of detail re-
quired by these approaches, nor any similarly detailed scanner. Such tools would
be very useful”[ISP+05]. A research tool has been developed (see section 3.2.3),
but has not been made available for this thesis.

Evaluation

An extensive review of the state of research till 2005 can be found in[LI05].
Subsequent research has been focuses mainly on visualization[NJ04, WLI08] and
the application of attack graphs to other areas than network security analy-
sis[NJ07, ZHR+07]. Since the first publications in the late 1990s, attack graph
research has been focusing on several topics. At first, general approaches for at-
tack graph construction have been studied. Model checking approaches as done
by Sheyner and Ammann[RA00, AWK02] have been proven as too complex. Ex-
ploit dependency based and logical approaches performed better and currently
the best solution has been proposed by Lippmann et al. The automatic gen-
eration of vulnerability information, that is pre- and postconditions, has been
neglected for a long time and up to now the only workable solution seems to be
suggested be Lippmann et al. But this at the cost of having only a limited set
of information available and thus lacking valuable information. Some proposals
included an attacker model. In the context of this thesis it is assumed that such
a model is not necessary. An attacker will be aware of all vulnerabilities present
in a network and be able to exploit all of them as well. Also, trust relations are
included in some models. In this thesis, this overhead is not included, because
trust relations can be represented implicitly, either in the network model or by
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including access information of users to either applications or data. An apparent
need for an extensive vulnerability database which contains pre- and postcondi-
tions is expressed by all authors. Except for Lippmann et al., all other works
depend on hand-generated descriptions.

3.2.3 Attack Graph Tools

Most researchers have created their own research tool to demonstrate the advan-
tage of their particular approach. But often, none of the tools are available, some
even have been patented. This constricted the further research for this thesis.
Nevertheless, all known tools are evaluated based on the available information.
In addition to the research tools, two commercial applications are known at the
time of writing.

Computer-attack graph generation tool

The Computer-Attack Graph Generation Tool (CAGGT) was developed under
the supervision of Philips and Swiler [SPEC01] as a research tool. The network
model and vulnerability information must be entered by hand, no implementation
of attacker profiles was available and exploit descriptions (called attack template)
have to be provided by the user. Only a small example consisting of 2 computers
and 5 attack templates could be computed. The project seems to be deprecated
and the software is not available. No patents related to this tool are known to
the author.

Network vulnerability analysis tool

The Network Vulnerability Analysis Tool (NVAT)[Kau] is a research tool which
has been developed under the supervision of Paul Ammann[AWK02]. It is based
on the Graph Modeling Language (GML)[Him96] and has been tested with a
model of 25 computers and about 10 vulnerabilities per computer. NVAT takes
Retina[eDS] and Nessus[Secc] scans as an input and produces GML graphs. The
network topology and the exploit descriptions have to be defined by the user.
The project seems to be deprecated and the software is not available.

Attack Graph Toolkit

The attack graph toolkit (AGT) was developed by Oleg Sheyner [She04] under the
supervision of Jeannette Wing as a research project. Only a small example with 5
computers and a combination of five vulnerabilities has been tested. The network
topology is created with a network model builder by the user, weakness informa-
tion of hosts can be gathered with Nessus[Secc], Outpost and ANGI[JMH+02].
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Vulnerability information have be defined by the user. The project seems to be
deprecated, while the software is available2.

MulVAL tool

The Multi-host, Multi-stage Vulnerability Analysis Language Tool (MulVALT)
is research tool developed under the supervision of Xinming Ou[OBM06]. In
contrast to other tools, the MulVAL application is based on a logical program-
ming approach. The required input data includes security advisories, the network
configuration, as well as the machine configuration of participating hosts. Mul-
VALT has been tested with a network of up to 1,000 machines with up to 100
vulnerabilities. Exploit information are created by hand. The project is under
development and MulVAL has been made available for this thesis.

Topological vulnerability analysis system

The Topological Vulnerability Analysis System (TVAS) is developed under the
supervision of Steven Noel and Sushil Jajodia[JNO05] as a research tool. The
tool requires a network model and the vulnerabilities available on the partici-
pating systems. Host weakness information can be extracted from Nessus[Secc],
Retina[eDS], FoundScan[McA] and CVE[Cora] entries. Additionally, a knowledge
base of exploits and an desired attack scenario are required. A given example
works with hundreds of computers, but an specific upper bound is not mentioned.
The knowledge base is created by hand. The project seems to be under devel-
opment, but the software is not available. A patent with the title “Interactive
Analysis of Attack Graphs Using Relational Queries” has been granted[JWS08].

NetSPA + GARNET

Both, the Network Security Planning Architecture (NetSPA) and the Graphical
Attack graph and Reachability Network Evaluation Tool (GARNET) are de-
veloped under the supervision of Richard Lippmann. While NetSPA generates
attack graphs[Art02], GARNET is used as an “interactive visualization tool that
facilitates attack graph analysis”[WLI08]. It appears to be the most advanced re-
search tool currently developed. NetSPA takes the network topology, host weak-
ness information, and credentials as input information. Both, network and weak-
ness information, can be extracted from third-party tools including Nessus[Secc],
Sidewinder[Corc], Check Point Firewall[Poi], and CVE entries[Cora]. NetSPA is
able to extracts attack information based on the LNKnet pattern classification
software package[ISP+05]. In experiments NetSPA was able to compute attack
graphs for more than 50,000 computers. The project is under development, but
the software is not available. A patent with the title “Network security planning

2http://www.cs.cmu.edu/~scenariograph/attackgraph-20070201.tar.gz

http://www.cs.cmu.edu/~scenariograph/attackgraph-20070201.tar.gz
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architecture” has been granted[LSK+07] and a company called CyberAnalytix
has been founded3.

Risk Exposure Analyzer

Risk Exposure Analyzer is a commercial product offered by Skybox Security[Secb].
Besides network and weakness information, threat profiles and asset classifica-
tions are taken into account. No details about the computation levels are known,
but a the complexity of the used algorithm is O(n) = n3 [LI05]. A patent was
issued [CMR05].

Security Risk Manager

The Security Risk Manager is an commercial product offered by RedSeal [Red].
It allows a threat priorization and the use risk metrics. New exploits seem to be
categorized by a dedicated group of RedSeal. Details about the complexity of the
used algorithm or maximum size of the network are not known to the author. A
patent was issued [May06].

Evaluation

All of the above mentioned tools require a model of the network and weakness
information of the participating hosts as input data. Based on this data, at-
tack graphs can be computed and various types of analysis performed. In the
beginning, the major research topic was how to compute attack graphs for net-
works with hundreds and thousands of computers. Since this has been sufficiently
addressed[ILP06], the focus has moved to the question of a reasonable visual rep-
resentation of attack graphs.

3.3 Chapter summary

In the third chapter, work related to this thesis has been examined. Based on the
lessons learned from previous work and the needs identified by other researchers,
it is now possible to detail the requirements. It has been shown that previous at-
tempts for a unifying vulnerability classification have failed, presumably because
it is not possible to create a model that fits all purposes. Instead an approach
specific for the task at hand should be taken. Up to now, the information avail-
able in vulnerability databases has been neglected as a source for attack graph
construction. Even on a broader scale this data has often served only to identify
how vulnerabilities have emerged and how timely they were dealt with, but not
how they could be related. Especially the textual descriptions created by humans

3http://www.ll.mit.edu/publications/labnotes/pluggingtherightholes.html

http://www.ll.mit.edu/publications/labnotes/pluggingtherightholes.html


36 CHAPTER 3. RELATED WORK

seem to be hard to analyze from a programmers point of view. Last but not least,
a major deficiency in the process of attack graph construction is the lack of an at-
tack database. Currently, most researchers rely on hand-generated vulnerability
information to relate preconditions and postconditions of vulnerabilities, and are
not able to utilize the wealth of information encoded in vulnerability databases.



Chapter 4

A Data Structure for

Vulnerability Information

Based on previous work, requirements for a data structure are gathered. To in-
crease the understanding of the proposed structure, it is explained what informa-
tion is used, how it is used, and how it relates to each other. This will result in
a proposal for a generic data structure for vulnerability information. Afterwards,
an example of how this structure can be used is given. An evaluation is conducted
comparing the work to previous approaches.

4.1 The Need for a Transitional Database

The previous chapter has shown the necessity for a transitional database which
links information provided by vulnerability databases and the attack descriptions
required by attack graph tools. A data structure for this intermediate database
will be proposed in this chapter that can be used as a interface between vulner-
ability databases on the one hand and attack graph applications on the other
hand. In the context of the overall workflow for attack graph construction de-
pict in Figure 2.2, this data structure will hold the attack descriptions created
by the vulnerability parser. Other vulnerability descriptions do not meet the
requirements of attack graph tools which are based on state models of the sys-
tem under attack. Proposals such as by Landwehr[LBMC94] or Lindquist and
Jonsson[LJ97] are to generic for this purpose, others could not be proven to be
practical[EWH+06]. Thus, current attack graph approaches are restricted to
model only basic attacker permission levels on hosts which have been exploited,
or the availability of attacked services. The hereafter proposed data structure will
provide means for a more fine-grained analysis of vulnerabilities, and therefore

37
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more detailed attack graph models.

4.2 Requirements

One thing learned from previous research[LBMC94, LJ97, Kum95, SH05, AWM06]
is that it is hard to describe information related to computer attacks in a restric-
tive model. Rather, due to the wide variety of information, a good data structure
should be able to hold information describing a broad range of knowledge. This
information is drawn from a number of different sources, such as vulnerability
databases, network scanners, policy parsers, firewall configurations, and user in-
put, all representing different pieces of a larger picture. These pieces, although
they relate in describing aspects of the security of a system, are based on seman-
tically different things. Network connections can not be described in the same
terms account information are described, but they coalesce when a vulnerability
is detailed. Also, different sources means different semantics because one source
may describe and interpret data in another way than other sources do. This im-
plies that a good data structure needs to be flexible or provide means to describe
different aspects in different ways while still providing a link between them.

In previous works[PS98, She04, Ou05, ILP06, JN07] the following information
was processed. First of all, topological data about the network is gathered. It is
relevant how hosts are connected, which systems can be reached from which com-
puters, what firewall rules are active and restrict access and how traffic flows are
manipulated. Trust relationships between hosts are sometimes described apart
from the network model. Second of all, vulnerabilities of installed software and
used protocols are collected. What version of a software is vulnerable, what is
necessary to exploit it, and what are the effects of such an exploitation. Some at-
tack graph tools allow different types of attacker models, such as a novice attacker
or an adversary with unlimited knowledge and resources. Last but not least, se-
curity policies may provide necessary information. This suggests an extensible
data structure.

Taking a closer look at these types of data, they can be categorized as either
dynamic or as static information. The network topology changes every time a
host joins or leaves the network. New software may be installed, reconfigured,
or removed at any point in time, and the stored data can also change at any
time. Therefore, a modifiable structure is important. Vulnerability information,
on the other hand, that is descriptions of vulnerabilities known to mankind, are
generally static. Once identified and described they do not change.

Another aspect of the relevant data is how tightly collected information is
coupled. Can unique links between pieces of information be created or is it better
to keep data loosely coupled? Take operating system information as an example.
Not only are there different systems, such as Windows, Linux, Solaris, or BSD,
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but also different vendors for example for Linux distribution, e.g., Debian, SUSE,
or RedHat. Next, different versions like Windows 98, 2000, NT, XP, or Vista will
be at hand, and for each exist up to thousands of patches. The same applies to
any other type of software used. This indicates that again a flexible data model
has to be provided whereas information cannot be coupled tightly to one another.

For a good data structure it is important to be related to a specific domain.
because a clear conception of the modelled information eases the description of
data and relationships between pieces of information. For the type of attack
graphs we are looking at, a limitation to software and network aspects seems
reasonable. Thus, a completely generic data structure as used by Bruce Schneier
[Sch99] will not be created. The vulnerability information databases used as
sources of input always refer to software vulnerabilities. This excludes weaknesses
exploited through social engineering or direct physical access to a machine.

The goal of attack graphs, which is the combination of different attack steps
into a larger attack scenario, has to be also addressed by the data structure, as
well. To create such links, conditions have to be comparable. Given a certain
postcondition, it must be possible to find a set of preconditions that match and
can be used to imply the next attack step. This leads to the requirement that
preconditions and postconditions are described by the same types of attributes.
This requirement can not be taken as given, because ways have to be found to
describe the violation of security goals in a comparable measurement.

Last but not least, it was shown that several researchers[TL00, CO00, HTLF01]
used predicate and boolean logic to describe multi-step attacks. A predicate de-
scribes a property or a relation which objects may have in common. For example
data can or cannot be readable for a certain user. is readable(x) then is a predi-
cate which is true if x is readable and false if x is not readable. The use of predi-
cates allows the description of a set of elements without the need to explicitly list
them. Instead, the property all these elements have in common is described. In
the context of attack descriptions, this allows to describe, for example, installed
applications without the need to list all vulnerable versions, such as done by the
NVD (see section 5.1). The use of boolean logic gives further benefits. First of all,
it reduces values to simple true or false characteristics. This increases the speed
of evaluation of conditions, for example “is a vulnerable application installed” or
“is a file readable to the attacker”. Also, boolean logic enables the connection
of conditions, such as “application A is installed” and “write access to file F is
given.”

4.3 Relevant Terms and their Relationship

This section will explain what information is used, how it is used, and how it
relates to each other. As it is intended to transfer vulnerability information to
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Figure 4.1: System properties

a knowledge base for attack graphs, it is essential to particularize the relation
of data. All entities mentioned here are considered to be part of the problem
domain. The given structures are considered to be extendable and are not claim
to be complete. The goal is to represent the bulk of known vulnerabilities for a
practical solution, not to provide a complete, but merely theoretical one. Graphi-
cal representations in this section are based on Fundamental Modelling Concepts
(FMC)[KGT05].

System properties are characteristics and resources of a computer system
which are considered relevant vulnerability information. Each system property
describes one specific attribute of such a system, whereas properties are related
to one another as depict in Figure 4.1. For example, the installed version of an
application can be a system property. An application’s version is meaningless
if it cannot be linked to a certain application. Properties and their relations
may change over time due to modifications, such that an application may be
upgraded to a newer version. System properties can be found in two layers, the
network layer and the software layer. The network layer describes properties of
interconnected computers, such as network addresses and port numbers. The
software layer describes properties of software systems, such as programs, data,
and account information.

A network is a group of directly connected network addresses. A network
address is an identifier of a host in a network. Directly connected means it is
possible to reach from one host of network another host of the same network.
Network addresses may have a number of open ports per address which are used



4.3. RELEVANT TERMS AND THEIR RELATIONSHIP 41

Figure 4.2: Influence properties

by programs to communicate with other programs.
Also covered are host as well as port connectivity, both are essential to capture

which hosts and programs can be reached. Host connectivity is a boolean value
to describe whether one host can be reached from another host. This may be
influenced by the network the corresponding hosts are in or by firewall rules,
preventing certain hosts to connect to others. Port connectivity is a boolean
value to describe whether one port of a network address can be accessed from
another port of a network address. Similar to host connectivity, this can be
influenced by firewall rules or comparable system configuration tools.

In this thesis the term program is used synonymously to application, service,
and operating system. All of them are regarded as programs. Programs may run
other programs, such as an operating system runs daemons or user applications,
or an Internet browser allows to include add-ons. A program may use a number
of protocols to communicate with other programs. A protocol is not necessarily
linked to either a network port (TCP) or a network address (ICMP). Protocols
may also be file-based or use other means to connect to programs. The decision to
not distinguish between operating systems and applications was made to simplify
the modeling of programs. Other approaches make a difference even between the
operating system, services, and user-space applications, which can be omitted if
all of them are regarded as programs.

Data is regarded as a collection of organized information. It is associated with
programs, such as a database accessed through a database management system.
Also, data may be used by many programs (the database may also be read by a
file editor) and a program may use data from many sources (the database server
reads from the database, but also from various configuration files). Data provide
means for programs to exchange information. If you modify the data a service
provides, you effect all the consumers. This gives attackers two ways to influence
a consuming program. Either change the providing service or change the provided
data.

Accounts are used to identify entities, e.g., a user, and are interpreted by a
program. Thus, accounts always belong to a program. Operating systems often
have root or administrator accounts, but also applications, such as a content
management system are controlled by users with certain accounts. Each account
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Figure 4.3: Description of Vulnerabilities, Exploits and Mitigations

is associated with a permission that allows the authorized use of a resource while
preventing use in an unauthorized manner.

But so far, only properties of systems under attack can be described, not
actions performed on them. To do this, influence properties will be used. Influ-
ence properties describe the relationship between a potential attacker and system
properties which represent computer resources (see Figure 4.2). The influence is
different depending on the type of resource. System properties can be catego-
rized as either passively processed resources or as actively processing resources.
Passive resources are used by some kind of process, such as a file is read, or an
account is created. The basic actions performed on passive resources are the cre-
ation and deletion as well as read and write operations. Active resources on the
other hand implement a process, they actively work on processed resources. A
database application for example modifies the database and the operating system
reads permissions to grant or deny access to users. Influence on passive resources
is the creation and destruction as well as the reading and writing of data. For
active resources, often the input data is influenced, e.g., to cause buffer overflows,
the output data can be modified, e.g., to disguise the existence of malicious pro-
cesses, or the existence of the active resource can be erased, e.g., in denial of
service attacks. As the goal of this data structure is to grasp attack data, a valu-
able piece of information is the range from which an attack can be conducted.
Often, operating system vulnerabilities require the attacker to be on the system
he wants to attack, for example to exploit a incorrect permission validation. On
the other hand, vulnerabilities in server applications such as the Apache HTTP
server can be exploited from remote machines without any local access to the tar-
get machine. This locality information can be specified with the range property
and most commonly has the values ’remote’ or ’local’ (see Section 6.3). remote

indicates that an attack targets a resource on another host than the one from
which the attack originates, whereas local indicates that the attack is aiming at
a resource on the same host.

System properties represent the information which may be used or modified
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Figure 4.4: Data Structure - Properties

in an attack, the attacker performs some kind of action on them. Programs may
be used, data can be read, or ports blocked. Additionally, influence properties
specify how system properties are used. Together, these properties are the es-
sential elements to describe preconditions and postconditions of an attack. This
allows us to extend the conceptual model of vulnerabilities and the related condi-
tions from Section 2.1.2. Compared to Figure 2.1, the extended model in Figure
4.3 shows that conditions are described with the help of properties. Conditions
may contain any number of properties, they can be anything from general to
specific characterizations and only the relevant ones have to been known for a
weakness. Based on this data, attack information can be linked and chains of
attacks analyzed.

4.4 Proposed Data Structure

With a clear picture of the domain and the requirements for vulnerability in-
formation representation in the context of attack graphs, it is now possible to
propose a data structure that allows the description of attack conditions. As
outlined in the previous section, properties will be used to describe attributes of
relevant systems. These properties are then combined to conditions to specify
the exact requirements and results of an attack. Finally, descriptions are used to
link preconditions and postconditions, thus allowing the construction of attack
graphs.

4.4.1 Attack Properties

As depict in Figure 4.4, properties are described with simple key-value pairs
with the addition of a parent-child relationship among them. The key identifies
the type of a property, for example program or data. Value information then
specify the corresponding instance, for example Windows XP. This allows to
translate information encoded in properties easily to relational database entries
or serialization into an XML-based structure. An abstract base class can provide
functionality which derived properties, such as program or data properties can
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Figure 4.5: Data Structure - Sets

re-use. This also allows to extend the data model easily if the need for further
properties arises. The subclasses presented in Figure 4.4 are only a subset of the
properties presented in 4.3, but demonstrate the extensibility of this approach.

The children attribute of each property allows the definition of more complex
properties similar to the composite design pattern, i.e., more details of a system
can be described. Often, it is not sufficient to know that a certain program is
running on a target host, but it has to be a specific version. An exploit which
works for Windows XP Service Pack (SP) 1, may not work for Windows XP
SP2. With child properties further details, such as the version information can
be provided.

Note that the usage of properties implements a predicate logic. Each property
describes an attribute different entities may have in common. Whether a certain
entity does have a characteristic can be checked with a simple comparison which
returns either true or false. For example to verify if a target host has Windows
XP installed, it is checked if a property of type program with the value ’Windows
XP’ is assigned to this host.

Any two properties with the same key can be compared and if both have the
same value, they represent the same predicate. But this does not automatically
indicate, that they represent the same entity. For this, the child properties have
to be matched as well. If these all evaluate to equal values, the parent predicate
will match, thus indicating that the compared objects are in the same category.
A set of predefined values for certain properties may be helpful, since many vul-
nerability descriptions refer to common values. For example, ’host’ is a common
generic identifier for the operating system used in many reports.

The complexity of nested properties in parent-child and possible grandchild
relationships can be hidden behind a higher level programming interface. For
example can programs and their corresponding versions be hidden behind func-
tionality which takes these two arguments and returns a single object. For a
developer, only programs with a version attribute are visible.



4.4. PROPOSED DATA STRUCTURE 45

Figure 4.6: Data Structure - Descriptions

4.4.2 Attack Conditions

Conditions are represented as sets. A set is a collection of distinct objects, with
no repetition and insensible to an ordering of these objects. At the same time,
a set is an object itself. To distinguish objects which can be part of a set, the
abstract superclass setmember is defined (see Figure 4.5). Aside from set, any
property can be a set member. Therefore a set may consist of other sets and
properties. This leads to a similar nesting which is possible with parent-child
relationship of properties, with similar evaluation characteristics. Because the
atomic set members are properties, and properties represent predicates which
are either true or false, a set resolves to either true or false as well.

With the help of sets, it is possible to group several properties which are
not in parent-child relationship, but nevertheless relate to each other in terms of
describing a system. Properties by themselves can for example only describe a
specific program or a file, but with sets it is possible to describe a system where
application A in version V is installed and at the same time another application B
is installed or a file F is readable by the attacker. To characterize the relationship
of set members, the operator is used. This operator can take the value of the
usual boolean operators of AND, OR, and NOT . AND indicates that all the
set members must hold true for the set to evaluate to true. OR indicates that at
least one of the members has to evaluate to true, and NOT, as a unary operator,
negates the value of the set. If a set member is not a property but a set itself,
this member has be evaluated before the parent set can be evaluated.

Thus, sets allow to describe simple and complex conditions a system is in,
based on the aggregation of properties describing the system. Next, these condi-
tions will be linked to represent vulnerability descriptions.

4.4.3 Attack Descriptions

As described in 2.1.2, all three, vulnerabilities, exploits, and mitigations are de-
scriptions of a situation, how to make use of it, or how to prevent it. Relevant for
attack graphs is the state of a system required for such a situation to take place
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Figure 4.7: Data Structure - Example

as well as the state of the system after this event. From the data structure point
of view it makes no difference if the state changes for the better or the worse.

Depict in Figure 4.6 is the data structure used to specify descriptions. Each
description is of a certain type, either vulnerability, exploit, or mitigation. An
exploit can be related to a vulnerability and a mitigation to an exploit as well as a
vulnerability. Also, each description refers to a precondition and a postcondition,
both of them sets. Note that several preconditions, for example different program
versions, can be expressed with OR-connected set members. An identifier for
each description can be stored as well, e.g., the CVE identifier. This is helpful to
identify vulnerability information from different sources.

4.5 Applying the Data Structure to an Example

To increase the understanding and give a big picture of this data structure, the
vulnerability describing the previously mentioned Downadup worm is exemplified.
The official textual description says[Cord]

The Server service in Microsoft Windows 2000 SP4, XP SP2 and SP3,
Server 2003 SP1 and SP2, Vista Gold and SP1, Server 2008, and 7 Pre-
Beta allows remote attackers to execute arbitrary code via a crafted
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RPC request that triggers the overflow during path canonicalization,
as exploited in the wild by Gimmiv.A in October 2008, aka “Server
Service Vulnerability.”

Furthermore, the NVD states that the access vector is “Network exploitable”
and the impact is described as “Provides administrator access, Allows complete
confidentiality, integrity, and availability violation; Allows unauthorized disclo-
sure of information; Allows disruption of service.”1 Additionally, information
from the OVAL[Corb] vulnerability definition is used, which provides greater
insight in the configuration of vulnerable systems.

The vulnerability is depict in Figure 4.7 and uses the same notation intro-
duced in the previous section. A description of the type ’vulnerability’ with the
identifier ’CVE 2008-4250’ represents the container for the vulnerability. It points
to a precondition as well as a postcondition. Both conditions are sets which de-
scribe the state of a system; one before an exploitation of this vulnerability, one
afterwards. Members of a set are displayed as being inside the corresponding set.
The outermost sets both have the AND operator, stating that all set members
have to evaluate to true for the parent set to be true.

Properties are simplified. The name of the property is the actual key used.
For example, a range property has the key ’range’ and an additional value. Also,
not all set members are depict for this example to fit on a single page. This
vulnerability involves more than ten vulnerable system combinations, but only
two are given in Figure 4.7. The arrow from one property to another indicates
the parent-child relationship. In this case, a Windows 2000 program has the
child version node value of Service Pack (SP) 4 or greater assigned as well as the
’Netapi32.dll’. Both program definitions are part of a set with the OR operator,
which means either one can match for this set to be true. The precondition
includes a ’remote’ range, that is an attacker does not need or has local access
to the target system and can only influence the input data of the described
programs. And because range and influence are the same for both programs,
they can be included in the topmost set. Thus, the system state described by
the precondition can be read as “Windows 2000 installations of SP 4 or later
with ’Netapi32.dll’ in version 5.1.2195.7203 as well as Windows XP installations
of SP 2 or later with ’Netapi32.dll’ in version 5.1.2600.3462 where an attacker
can influence the input data remotely.” The postcondition can be more generic
because the concrete program version is not relevant to describe the outcome of
this vulnerability. Instead, a generic ’host’ value is used to describe the affected
program, in this case the entire host. This means that programs which evaluate
this condition have to be aware of that ’host’ indicates that the entire system is
affected. All influences on active resources are possible to the attacker, i.e., on
the input stream, the output stream, as well as on the existence. Everything can

1http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2008-4250

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2008-4250
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be done from a ’local’ range. Also note that influences on passive resources are
not depict, but only for lack of space.

4.6 A Comparison to Previous Works

The data structure presented in this chapter is different to proposals by other
researchers, which yields a number of advantages. The following paragraphs will
highlight these distinctions and the resulting benefits. First, a comparison with
vulnerability descriptions is done and afterwards the two most prominent multi-
step attack descriptions are compared to this data structure.

In contrast to the classification by Landwehr et al.[LBMC94], how and where
a flaw entered a system is not regarded as relevant for attack graphs, only the
location of a vulnerability is described. Lindquist et al[LJ97], describe the intru-
sion techniques and intrusion results of exploits. With the above data structure it
is possible to model results of an attack, but techniques are not of importance in
attack graph modeling and are therefore disregarded. The formal model by Engle
et al.[EWH+06] remains to be demonstrated in a practical Use Case. Compared
to it, the data structure presented above seems easier to understand and fore-
most easier to implement and use as will be shown in Chapter 6. The database
proposed by Sufatrio et al.[SYZ04] is more complex than this data structure,
because this structure does not differentiate between operating systems, applica-
tions, and services. Also, environment and vulnerabilities are describes with the
same terminology. This allows a chaining of attacks, because the preconditions
and postconditions are actually comparable.

The JIGSAW language by Templeton and Levitt[TL00] is based on the de-
scription of how attacks work. In contrast, the above presented data structure
focuses on the requirements as well as the results of attacks. Therefore a clear
distinction of the state a system before and after an attack can be conducted,
which is not possible if only the transition is described as in JIGSAW. This also
has the effect of a reduced complexity of descriptions, because it is not necessary
to express situations, such as “the spoofed packages are sent to the trustor”.
The LAMBDA language by Cuppens and Ortelo[CO00] consists of three sub-
languages, where the here presented structure is self-contained. This results from
the fact that it is not intended to describe attack actions, for example a parallel
composition of attacks which remains a task of the attack graph tool using the
information encoded in the data structure. Note that parts of what others specify
as actions are interpreted as state attributes in the above presented structure.
For example ’remote exploitation’ is interpreted as ’remotely accessible’. This
allows to encode relevant attack vectors within the same terminology. Similar
to LAMBDA, predicates and a boolean logic are used. But instead of shallow
descriptions, a nesting is possible, thus allowing the composition of more complex
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predicates than it is possible with LAMBDA.
The purpose of this data structure is to allow the chaining of attack infor-

mation into linked attacks. By limiting the included data to the preconditions
and postconditions of an attack, it is possible to create a data structure which is
based on two simply principles: properties and sets. Former approaches targeted
the description of how attacks are realized and did not insist on a concise linking
of requirements and results of attacks. This now becomes possible, while still
allowing descriptions at an arbitrary level of detail.

4.7 Chapter Summary

A data structure appropriate for vulnerability information used by attack graph
tools must meet several requirements. At first, the data structure should reflect
the domain knowledge to be practical. Next, it has to be non-restrictive, because
the circumstances for attacks may change over time. Also, it must be possible to
match preconditions and postconditions of attacks to enable a linking of attacks.
This can be facilitated with the use of predicates and boolean logical expressions.

It was explained what information is used, how it is used, and how it relates to
each other. System properties where identified which represent attack relevant
characteristics of a system, for example program and data properties. Next,
influence properties where introduced, which describe the relationship between
an attacker and the target system, e.g., the range from which an intruder can exert
influence on a specific system property. Based on this, attacks can be described
as something that changes the characteristics of a system. Two basic types are
used for descriptions: properties and sets. Properties represent predicates and
sets allow a grouping of properties based on boolean logic. Both types facilitate a
simple evaluation based on matching of True or False values. Finally, descriptions
link different system states together, one as the requirement and the other as the
result of an attack. An example was given to increase the understanding of the
model.

Comparing this data structure to previous approaches it was shown that the
focus is on attack descriptions for attack graphs. Where former works modeled
the methods with which state transitions are caused by an attacker, the here
presented data structure enables the description of states a system can be in.
This allows a more simple model based on only two types of entities.





Chapter 5

Information Extraction from

Vulnerability Databases

In this chapter, possible sources for an automatic information extraction will be
examined. Based on an initial review, the most valuable sources are selected as
well as what data is relevant, and how it can be obtained will be detailed. Next,
standardization efforts are explored and their benefits for vulnerability informa-
tion extraction highlighted. Afterwards, the information extraction from textual
descriptions is considered.

5.1 Sources of Vulnerability Information

As described in Chapter 2, vulnerability information is available from basically
two types of sources. On the one hand, commercial or non-profit organizations
act as vulnerability providers, such as Secunia security advisories[Seca] or the
Open Source Vulnerability Database[Dat]. And on the other hand, vulnerability
information is described with in standardization efforts, for example the Common
Vulnerabilities and Exposures list[Cora] which provides a unique identifier for
known software weaknesses. In this section, the most popular commercial and
non-profit vulnerability providers will be examined. A closer look is taken at the
information each of them provides about a vulnerability and which of them may
be useful in the context of attack graph construction. Not included are sources
which focus primary on virus and exploit descriptions, such as milw0rm1 or the
Symantec Threat Explorer2. They have been omitted for the current evaluation

1http://milw0rm.com/
2http://www.symantec.com/business/security_response/threatexplorer
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because they rather describe how an attack is conducted instead of stating what
the preconditions and postconditions are.

As commercial vulnerability databases providers, DragonSoft (D.Soft)3, Se-
cunia[Seca], SecurityFocus (S.Focus)[Secd], Securiteam4, and X-Force[Sys] are
selected. As non-commercial providers, the Cooperative Vulnerability Database
(CoopVDB)5, the Department of Energy Cyber Incident Response Capability
(DoE-CIRC)6, the National Vulnerability Database (NVD)[oSTb], the Open Source
Vulnerability Database (OSVDB)[Dat], and the United States Computer Emer-
gency Readiness Team (US-CERT)[Tea] have been chosen. Besides the US-
CERT, many other regional computer security incident response teams, such
as the Australian CERT AusCERT and the German CERT-Bund exist. The US-
CERT was chosen as a representative. Table 5.1 gives an overview over provided
information of each of these databases. Information is regarded as provided by a
VDB if it can be extracted easily, for example if a field is always identified by a la-
bel. If, on the contrary, such data is only given in the title or the human-readable
textual description, it is not taken into account.

Except for the NVD, all provide a title for a listed vulnerability. Textual
descriptions are given by all of them. Both are intended for human readers
to grasp the context and impact of a weakness. Several VDBs have their own
vendor-specific identifier for each vulnerability, but all of them also provide the
corresponding CVE ID, the unified identifier. This allows to quickly identify
information on the same subject provided by different vendors.

All but the CoopVDB list the release date of a weakness, only half provide
information on when data of a vulnerability was updated the last time. Espe-
cially the update information can be useful to decide whether previously gained
knowledge may have become outdated. The Secunia as well as the Open Source
Vulnerability Database also give a popularity indicator, i.e., how often informa-
tion on a specific weakness was requested. Four out of ten databases state who
discovered a vulnerability.

The range from which a vulnerability can be exploited is given by all but the
DoE-CIRC database. The operating system on which a weakness may occur can
be specified in all VDBs, whereas it is sometimes subsumed in a generic software
section. On the other hand, Secunia and the CoopVDB are the only one having
a distinct software section.

Only four VDBs use Common Vulnerability Scoring System (CVSS) values
to indicate how critical a weakness is, two more have their own benchmark. The
impact, e.g., an attacker can gain root access, is provided by all but SecurityFocus,
where it is described in the title of an advisory. The NVD is the only one that

3http://vdb.dragonsoft.com/
4http://www.securiteam.com/cves/
5https://cirdb.cerias.purdue.edu/coopvdb/public/
6http://doecirc.energy.gov/ciac/

http://vdb.dragonsoft.com/
http://www.securiteam.com/cves/
https://cirdb.cerias.purdue.edu/coopvdb/public/
http://doecirc.energy.gov/ciac/
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also provides information about the complexity of an attack as well as whether
some kind of authentication is required.

Links to exploit descriptions are given by half of the here presented vulner-
ability databases, but all provide a status indicator to show if a weakness has
been addressed with, for example, a software update. A description of mitigation
measurements is given in all cases, except by the NVD and the DoE-CIRC.

Most vulnerability information of these sources are only available as HTML
page descriptions. Only the NVD and the OSVDB provide this data in additional
formats, such as XML. Last but not least, all vulnerability databases provide
cross-references to entries in other VDBs as well as software vendors describing
a weakness.

HTML has the disadvantage of being more difficult for information extraction.
Instead of data which is gathered in a single file, it is distributed over thousands
of web pages. The references between VDB entries are helpful to find new in-
formation on vulnerabilities of HTML-based vulnerability databases. Without
knowing the vendor-specific ID assigned to a weakness it is often difficult to de-
duce the correct URL for it. With the provided links, these can be found easily
in a web-crawling like fashion. Also helpful in this process is the extraction of the
CVE identifier which can serve as a validation that the correct entry has been
found.

The range is an important piece of information for attack graph construction,
because it allows to determine whether network or local access to a machine is
required. Also important to determine the preconditions of an attack is data on
the targeted programs. Once a vulnerability scanner has identified the software
configuration of a host, matching vulnerabilities can be inferred. Title and textual
description of a vulnerability seem to be less useful on first sight, but it will be
shown in Section 5.4 that this does not have to be true.

The impact of security advisories can be used to gather information on the
postcondition of an attack. If it states, for example, ’gain root access’ a violation
at the highest level is given, providing the attacker with access to every given re-
source. Therefore this means that all, confidentiality, integrity, and availability of
the target system and the hosted programs and data are violated. A classification
of an attack may provide useful input as well, since a class such as ’Code Injection’
indicates an integrity violation. Furthermore, information whether some kind of
authentication is required for an exploitation can be used to deduce precondition
information.

More explicit are vulnerability databases with CVSS values, such as X-Force
or NVD. As explained in 2.1.4, the Common Vulnerability Scoring System pro-
vides a rating of the extend to which a vulnerability may violate CIA security
goals. Instead of inferring these values from impact descriptions, CVSS values
can be extracted.
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Not explicitly described by any of the VDBs are affected programs and data
of an attack. Currently, only programs required for an attack are defined. This
information is provided only implicitly in impact and textual descriptions, such
as ’root access’ indicates that the operating system is affected.

Exploit information are often given in the form of references to exploit im-
plementations and therefore not regarded as useful for vulnerability information
generation. Similar, the fact that a solution exists is by itself not helpful to
deduce pre- or postconditions of an attack. Solution descriptions are often refer-
ences to patches from the vendor of the vulnerable software. Thus, they provide
merely more information than the list of affected programs.

Release and popularity information as well as who discovered a weakness is of
no affect to attack graph generation, but data on latest updates can be. It can be
used to check for outdated vulnerability descriptions, for example if an additional
security violation caused by a vulnerability is found. Both, access complexity and
criticality of a vulnerability may provide useful input if the corresponding attack
graph tool models the attacker as well. But if the assumption is made that an
attacker will exploit any given vulnerability, access complexity and criticality can
be disregarded.

As can be seen in Table 5.1, the National Vulnerability Database provides
most of the presented vulnerability information. It also has the advantage of
making this data available in a well-defined XML format, which alleviates the
amount of work to implement a parser. Except for the OSVDB, all other vulner-
ability database will require a web scraping approach to retrieve data. Another
benefit of all NVD is the explicit inclusion of extensive Common Vulnerability
Scoring System information. This means no additional source must be parsed
to extract this data. Additionally, the NVD refers to OVAL descriptions, that
is detailed characterizations of the software configuration which is vulnerable.
For these reasons, the NVD should be chosen as the primary source of input for
vulnerability information generation. Nevertheless, other vulnerability databases
can not be disregarded. Especially for cross-verification of retrieved information
an analysis of these VDBs will be helpful. Finally, although different databases
provide the same type of information, it does not necessarily mean they provide
them to the same extend.

5.2 Common Vulnerability Scoring System

The Common Vulnerability Scoring System[MSR07] addresses the problem of
incompatible vulnerability assessments. Based on different metrics, every vul-
nerability is evaluated and scored. Each vulnerability is attributed with values
for base metrics, temporal metrics, and environmental metrics. Base metrics
include access vector and access complexity information, the degree of confiden-
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tiality, integrity, and availability (CIA) violations, and the number of required
authentication steps. Temporal metrics note, for example, if a vulnerability has
already been verified, and environmental metrics are specific to, for example, a
company. The scoring is done by analysts who dissects a weakness. This means
that different VDB vendors can possible provide different CVSS scores for the
same vulnerability.

To increase the understanding, an example for the Downadup vulnerability
which results in a complete CIA loss[Cord] is given in Table 5.2. The score
assigned to each metric depends on the result of the evaluation and is then based
on definitions given in the CVSS guide[MSR07]. Similar, the formulas to compute
are based on definitions of this guide.

The first segment evaluates the base metrics. This vulnerability can be ex-
ploited over the network which is stated in the ’Access Vector’. Furthermore,
the complexity to exploit this weakness is low and no authentication is required.
All three security goals, i.e., confidentiality, integrity, and availability can be vi-
olated completely. As a result, the base metrics ’Impact’, ’Exploitability’, and
therefore the base score have the maximum value of 10. The temporal metrics
give information on how much is known about a vulnerability. At the time of
writing, functional exploits are available which demonstrate how this weakness
can be exploited. Additionally, the software vendor Microsoft has provided an
official patch for all vulnerable systems, thus eliminating the vulnerability on
patched systems. This means that the vendor has acknowledged this weakness
that allows to mark the vulnerability advisory as confirmed. With the help of
the base and temporal scores, the environment-specific score can be computed,
in the following for a hypothetical organization ACME. The collateral damage
potential due to an economic loss of productivity or revenue is regarded as high,
assuming the targeted Windows machine is a public web server of ACME. Also,
because several of the vulnerable versions of Microsoft Windows which have not
been patched are used in the target environment, the target distribution is high.
Confidentiality and integrity violation are likely to have a serious adverse effect
on the organization and is therefore ranked as ’Medium’. But an availability loss
is likely to have a catastrophic adverse effect on ACME which is why it is ranked
as ’High’.

Compared to the other information provided by vulnerability databases, the
CVSS shows several similarities. The access vector is similar to the range at-
tribute, and the CIA impacts are a formalization of the textual impact descrip-
tion given by other VDBs. Also, temporal metrics reflect information about the
availability of exploits and solutions. Only the environmental metrics have no
counterpart, since they are specific to each organization and their threat expo-
sure. One could argue that this eliminates the need to extract the same informa-
tion twice, but it will be shown in Section 6.3, that CVSS scores are not always
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BASE METRIC EVALUATION SCORE
----------------------------------------------------
Access Vector [Network] (1.00)
Access Complexity [Low] (0.71)
Authentication [None] (0.704)
Confidentiality Impact [Complete] (0.66)
Integrity Impact [Complete] (0.66)
Availability Impact [Complete] (0.66)
----------------------------------------------------
FORMULA BASE SCORE
----------------------------------------------------
Impact = 10.41*(1-(0.34*0.34*0.34)) == (10.0)
Exploitability = 20*0.71*0.704*1 == (10.0)
f(Impact) = 1.176
BaseScore =((0.6*10.0)+(0.4*10.0)-1.5)*1.176

== (10.0)
----------------------------------------------------
TEMPORAL METRIC EVALUATION SCORE
----------------------------------------------------
Exploitability [Functional] (0.95)
Remediation Level [Official-Fix] (0.87)
Report Confidence [Confirmed] (1.00)
----------------------------------------------------
FORMULA TEMPORAL SCORE
----------------------------------------------------
round(10.0 * 0.95 * 0.87 * 1.00) == (8.3)
----------------------------------------------------
ENVIRONMENTAL METRIC EVALUATION SCORE
----------------------------------------------------
Collateral Damage Potential [High] {0.5}
Target Distribution [High] {1.0}
Confidentiality Req. [Medium] (1.0)
Integrity Req. [Medium] (1.0)
Availability Req. [High] (1.51)
----------------------------------------------------
FORMULA ENVIRONMENTAL SCORE
----------------------------------------------------
AdjustedImpact = min(10.41*(1-(1-0.66*1)*(1-0.66*1)

*(1-0.66*1.51))) == (10)
AdjustedBase =((0.6*9.6)+(0.4*10.0)-1.5)*1.176

== (9.7)
AdjustedTemporal == (9.7*0.95*0.87*1.0) == (8.0)
EnvScore = round((8.0+(10-8.0)*0.5)*1.0) == (9.0)

Table 5.2: CVSS example for CVE 2008-4250
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conform with other facts given in security advisories.
Of the three possible metrics defined by the CVSS, only base metric infor-

mation are provided by the National Vulnerability Database. The X-Force VDB
additionally provides temporal information.

5.3 Open Vulnerability and Assessment Language

As described in section 2.1.4, OVAL allows to give detailed and structured de-
scription of configurations affected by vulnerabilities. In contrast to the CVSS
scores, these vulnerability definitions do not contain information on the severity
or locality, but on installed programs. Definitions are created and submitted by
security experts. After a review by the OVAL repository team, these definitions
are made public in the OVAL repository. OVAL entries are one of the following
five types. Vulnerability definitions describe tests which determine the presence of
vulnerabilities, compliance definitions are tests that determine whether the con-
figuration settings of a system meets a specific security policy, inventory definition
tests describe whether a specific piece of software is installed on the system, and
patch definitions tests determine whether a particular patch has been applied.
Additionally, a miscellaneous type is available for any other test description not
fitting in one of the first four categories. Of these types, this thesis will on work
with vulnerability definitions. The other four can be useful to determine how a
system is configured, but the former helps to describe requirements and effects
of a specific vulnerability. OVAL definitions are based on XML schemas. A core
schema defines a common set of XML elements which can be used by any OVAL
definition. Additionally, component schemas are available for various systems
such as Microsoft Windows or Sun Solaris, each containing element definitions
specific to the corresponding system.

Table 5.3 depicts the OVAL vulnerability definition for systems affected by
the Downadup vulnerability described in CVE 2008-4250[Cord]. The topmost el-
ement shown is the definition element which has three attributes: an id, a version,
and a class attribute. The id attribute gives a unique identifier for this definition
in the scope of the OVAL namespace, in this case it is ’oval:org.mitre.oval:def:6093’.
The version indicates the number of times a definition was modified. As pointed
out above, this thesis will rely on vulnerability definitions which is also reflected
in the class attribute with the value ’vulnerability’.

The first child element of a definition is the non-optional metadata element.
It starts with a title describing the vulnerability definition. Next, the affected
systems are enumerated. This enumeration may contain two different types,
platform and product entries. Because the weakness described in CVE 2008-
4250 affects only the operating system, Table 5.3 also includes only platform
elements. Then, references can be given, which in this case refer to the CVE
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1 <d e f i n i t i o n id=” oval : org . mitre . ova l : de f :6093 ” ve r s i on=”2” class=” vu l n e r a b i l i t y ”>
2 <metadata>
3 <t i t l e >Server Se rv i c e Vu lne rab i l i t y </ t i t l e >
4 <a f f e c t e d fami ly=”windows”>
5 <platform>Microso f t Windows 2000</platform>
6 <platform>Microso f t Windows XP</platform>
7 [ . . ]
8 </a f f e c t ed >
9 <r e f e r e n c e source=”CVE” r e f i d=”CVE−2008−4250”

10 r e f u r l=”http :// cve . mitre . org / cgi−bin /cvename . c g i ?name=CVE−2008−4250”/>
11 <de s c r i p t i on >The Server s e r v i c e in Microso f t Windows 2000 SP4 , XP SP2 and
12 SP3 , Server 2003 SP1 and SP2 , Vista Gold and SP1 , Server 2008 , and
13 7 Pre−Beta a l l ows remote a t t a ck e r s to execute a rb i t r a r y code v ia a
14 c r a f t ed RPC reques t that t r i g g e r s the over f l ow during path
15 canon i c a l i z a t i on , as exp l o i t ed in the wi ld by Gimmiv .A in October
16 2008 , aka ” Server Se rv i c e Vu ln e r ab i l i t y . ”</de s c r i p t i on >
17 <ova l r epo s i t o r y >
18 <dates>
19 <submitted date=”2008−10−23T15 : 5 9 : 0 0 ”>
20 <con t r i bu to r o rgan i za t i on=”Secure Elements , Inc . ”>
21 Sudhir Gandhe</contr ibutor >
22 </submitted>
23 <s ta tus change date=”2008−10−27T10 :19 :52 .568 −04 :00 ”>
24 DRAFT</status change>
25 <s ta tus change date=”2008−11−17T04 :00 :41 .540 −05 :00 ”>
26 INTERIM</status change>
27 <s ta tus change date=”2008−12−08T04 :01 :09 .358 −05 :00 ”>
28 ACCEPTED</status change>
29 [ . . ]
30 </dates>
31 <s tatus>ACCEPTED</status>
32 </ova l r epo s i t o r y >
33 </metadata>
34 <c r i t e r i a operator=”OR”>
35 <c r i t e r i a operator=”AND”>
36 <e x t e nd d e f i n i t i o n comment=” Microso f t Windows 2000 SP4 or l a t e r i s
37 i n s t a l l e d ” d e f i n i t i o n r e f=” oval : org . mitre . ova l : de f :229 ”/>
38 <c r i t e r i o n comment=”Netapi32 . d l l v e r s i on i s l e s s than 5 . 0 . 2195 . 7203 ”
39 t e s t r e f=” oval : org . mitre . ova l : t s t :9230 ”/>
40 </ c r i t e r i a >
41 <c r i t e r i a operator=”AND”>
42 <e x t e nd d e f i n i t i o n comment=” Microso f t Windows XP ( x86 ) SP2 i s i n s t a l l e d ”
43 d e f i n i t i o n r e f=” oval : org . mitre . ova l : de f :754 ”/>
44 <c r i t e r i o n comment=”Netapi32 . d l l v e r s i on i s l e s s than 5 . 1 . 2600 . 3462 ”
45 t e s t r e f=” oval : org . mitre . ova l : t s t :9314 ”/>
46 </ c r i t e r i a >
47 [ . . ]
48 </ c r i t e r i a >
49 </d e f i n i t i o n >

Table 5.3: OVAL example for CVE 2008-4250

entry found at the MITRE website. Note that the reference element includes a
source attribute and an id attribute. Since OVAL vulnerability definitions are
based on CVE entries, it is possible to link a vulnerability definition to a specific
CVE entry. Also required is the specification of a description element which gives
a human-readable description of a vulnerability. Not given for this vulnerability
example as well as many other definitions is the note element. It is therefore
omitted from further considerations.

The last element of a definition is of the type criteria. criteria elements
can have three attributes: ’operator’, ’negate’, and ’comment’. The operator
attribute defines boolean-like operators, such as AND and OR. The negate
attribute enables the unary boolean operator NOT . Finally, the comment at-



60
CHAPTER 5. INFORMATION EXTRACTION FROM VULNERABILITY

DATABASES

tribute allows to describe the corresponding criteria. Child elements of cri-
teria can be other extend definition, criteria as well as criterion elements.
extend definition allows to add a definition reference to a criteria element, spec-
ifying the program referred to by the criteria. In the given example, these are
references to Microsoft Windows definitions. criterion elements are compara-
ble to criteria elements with the difference that these may not contain further
child elements. Therefore, criteria elements can be defined recursively, whereas
criterion elements are the atomic components. The required test ref attribute
of criterion elements identifies a test by which the given criterion can be veri-
fied for falsified. The example given in Table 5.3 has a criteria which contains
sub-criteria connected with the OR operator. In contrast, these sub-criteria have
AND operators attributes. The first sub-criteria defines a Microsoft Windows
2000 system which has a Netapi32.dll with a version less than 5.0.2195.7203. A
similar Windows XP installation is described by the second sub-criteria, other
Windows installations have been omitted. The OR operator of the parent criteria
indicates that any of the systems described with the sub-criteria are vulnerable.

A major advantage of OVAL definitions is their detail level. Compared to
other vulnerability descriptions, system configurations specified with OVAL are
structured and explicitly described. Additionally, the enumeration of affected
platforms and programs allow to deduce not only software requirements for pre-
conditions, but also the affected postcondition programs. This is an advantage
over current attack graph approaches, which always assume that the attacked
host will be affected by an exploit. But sometimes this assumption is not cor-
rect, and only the attacked program will suffer a loss of either confidentiality,
integrity, or availability. Note that version definitions in criteria elements allow
to define ranges of affected software versions. The SecurityFocus VDB, for ex-
ample, explicitly lists all vulnerable versions, such as “Microsoft Windows XP
Professional”, “Microsoft Windows XP Professional SP1”, “Microsoft Windows
XP Professional SP2”, and “Microsoft Windows XP Professional SP3”, whereas
for OVAL definitions it is sufficient to state “Microsoft Windows XP Professional
less or equal SP3”. A drawback of the existing vulnerability definitions is, that
they are usually provided by vendors and therefore sometimes too specific. The
Unix-based Mail Transfer Agent sendmail7 is vulnerable to remote code execution
as specified in CVE entry 2006-00588. But although sendmail can be installed
and executed on any Unix-based operating system, the corresponding OVAL def-
inition only refers to the Redhat distribution of Linux: “The operating system
installed on the system is Red Hat Enterprise Linux 4 [..].” Finally, note that cri-
teria definitions with operators are comparable to the set data structure proposed
in section 4.4.

7http://www.sendmail.org/
8http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0058

http://www.sendmail.org/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0058
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5.4 Textual Descriptions of Vulnerability Information

Textual descriptions of facts cannot be neglected for an important reason. Many
values of important attributes, for example the attack range and the impact,
are described with a selection of English words. This is adequate for human
readers who can interpret the meaning of these words, but will not be sufficient
by itself for an application to put logic into it. What is needed instead is a
mapping of these words to distinct, well-defined values which can be interpreted
and compared by a program.

With the Common Vulnerability Scoring System, one such approach was al-
ready presented and considered to be valuable for vulnerability information gen-
eration. Whereas the CVSS targets at a common evaluation of impact a vulnera-
bility can have, the Common Platform Enumeration (CPE)9 creates a concerted
naming convention for software applications. It is supported by the National Vul-
nerability Database, but fairly new and therefore currently not widely adopted.
For this reason, current approaches have to rely on other means to extract com-
parable program names and versions. Nevertheless, future undertakings should
consider the use of the CPE to obtain this information. As for this thesis names
can be extracted fairly simple from OVAL criteria definition comments, because
they follow a simple pattern. Take a look at the definition given in 5.3 for the
Windows 2000 installation. It states

Microsoft Windows 2000 SP4 or later is installed

These descriptions always begin with the product name, followed by the
version, and optionally a version relation stating if vulnerable versions of the
described program are either equal to, smaller than, smaller than or equal to,
greater than, or greater or equal to the given version. Therefore, an extraction
of the program name can be done easily.

The program version can be extracted from OVAL definitions in the same
fashion program names can be. But similarly, a comparable and distinct naming
schema which at the same time provides unique identifiers for the corresponding
programs is missing. Again, the Common Platform Enumeration addresses this
deficiency, but can currently not be used, because it has not been widely adopted,
yet. Having a closer look at common version descriptions, it turns out that appli-
cation versions are generally described with consecutive numerical, alphabetical,
or alpha-numerical expressions. Additionally, major and minor versions are com-
monly used. Examples for this are Windows XP SP1, SP2, or SP3 or the Apache
HTTP daemon version 1.3.41, 2.0.63, or 2.2.11. Taking into account that many
programming languages rank the string “2.0.63” to be smaller than “2.2.11”, dis-

9http://cpe.mitre.org/

http://cpe.mitre.org/
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tinct and comparable version numbers are already given in the form of textual
descriptions.

The next relevant attribute that has to be retrieved in order to create attack
descriptions is the range from which an attack can be conducted. If the range
of a certain vulnerability cannot be retrieved from CVSS encoded data, another
vulnerability database or the short textual description of a given CVE entry has
to be used. As shown in section 5.1, almost all vulnerability databases provide a
range evaluation that can be used as an alternative input. The provided values
have to be mapped to values included in the data model. Additionally, most
of these textual vulnerability descriptions contain phrases such as ’local user’
or ’remote attacker’ which can be used to identify the range from within an
attack can take place. Comparing the results of this analysis to existing CVSS
definitions for vulnerabilities discovered in 2008, 95% of the range values were
identified correctly. The remaining 5% are due to unspecific attacker descriptions
or incorrect CVSS assignments10.

Similar to range information, loss type data or impact descriptions are pro-
vided by most VDBs, but can also be extracted from CVSS entries. Again, a
mapping for each vulnerability database has to be found which converts the given
values to distinct and measurable values. As elaborated in 4.3, it is important to
create information which can be interpreted as both, preconditions and postcon-
ditions. For this reason, the notion of influence on passive and active resources is
used. To convert the three CIA values confidentiality, integrity, and availability
to either influence category, the following mapping is used. Confidentiality loss
for passive resources is comparable to read access, integrity loss to write access,
and availability loss to the deletion of data. Influence on active resources, that
is influence on the input, the output or the existence of this resource is not af-
fected by confidentiality loss. Confidentiality violations can be caused by active
resources, but factually confidential are considered only passive resources. As
a consequence, the disclosure of secret procedures can not be addressed by this
mapping, which is justified by the fact that this case is not covered in common
vulnerability databases. On the other hand, integrity loss is mapped to influence
on the output of an active resource, and availability loss to the existence of an
active resource.

5.5 Chapter Summary

This chapter reviewed the information provided by existing vulnerability databases
and available data was evaluated in respect to the usefulness of creating precon-
ditions and postconditions of attacks. The 10 most popular VDB providers were

10E.g., the CVSS attack vector assigned to CVE-2008-0840 is ’local’ although the vulnerabil-
ity is described as “Directory traversal vulnerability in view member.php in Public Warehouse
LightBlog 9.6 allows remote attackers to include and execute arbitrary local files”.
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selected as the base for this evaluation. Most valuable attributes of vulnerability
entries in this process are CVE identifiers, the impact of a vulnerability, the range
from which an attack can be conducted and the required or affected programs.

The Common Vulnerability Scoring System, provided by several VDBs, is
based on a well-defined structure to evaluate base, temporal, and environmental
metrics of a vulnerability. Of these three, base metrics are most useful for attack
information extraction. An example was presented demonstrating how CVSS
information are computed.

The Open Vulnerability and Assessment Language provides a framework to
describe exploitable software configurations affected by a vulnerability. Similar to
CVSS, OVAL is standardized and used by several organizations. For this thesis,
only vulnerability definitions will be used. Based on XML, such definitions consist
of meta-data and criteria elements, whereas criteria elements are recursive and
therefore allow configuration specifications at an arbitrary level of detail.

Because important attributes, such as the attack range and the impact are
often described with a selection of English words, the interpretation of textual
descriptions cannot be neglected. Not all information is available in CVSS format
and OVAL definitions also rely on the use of English phrases. Nevertheless, it
has been demonstrated that verbalization is often semi-formal and therefore easily
parsable.





Chapter 6

Proof Of Concept

This chapter describes an implementation which facilitates the proposed data
structure to provide vulnerability database information to attack graph tools. The
suggested design is based on plugins. Reader plugins can import vulnerability
information from arbitrary source formats, whereas writer plugins export them
to arbitrary target formats. Based on the Python programming language, five
reader and three writer plugins are presented. Afterwards, a statistical analysis
examines the possibility of extracting sufficient vulnerability information from
textual descriptions. Finally, the MulVAL attack graph tool will be used to analyze
an attack scenario based on information extracted from vulnerability databases.

6.1 Design

In this chapter, a proof of concept(PoC) implementation is presented whose pur-
pose is twofold. On the one hand, it will demonstrate the validity and usefulness
of the proposed data structure. For this reason, it will be filled with actual data
from existing vulnerability databases. A prototype is implemented which allows
to identify matching conditions for both, preconditions and postconditions. On
the other hand, it will substantiate the assumption that sufficient vulnerability
information is available from vulnerability databases to construct attack graphs.
The design described in this section will address the requirements for such a proof
of concept implementation.

The PoC will use the data structure as an exchange format between com-
ponents which extract information from various VDBs as well as components
which output information for attack graph tools and related applications. In
the following, the extracting components will be referred to as readers, because
they read information from a vulnerability database or some other source. Every

65
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(a) Reader (b) Writer

Figure 6.1: Inheritance Relationship of Readers and Writers

reader is able to extract information from a specific data source. For example,
an NVD reader is able to filter relevant attack information from the National
Vulnerability Database[oSTb]. To allow a uniform access to readers, each reader
implementation will be a subclass of the abstract BaseReader class, as shown
in Figure 6.1(a). The BaseReader class harmonizes the instantiation of readers
and requires the caller to pass the source from which a reader should retrieve
vulnerability information. Because this source can be a file, a database, a socket,
or any other format, only a string should be passed, revealing the source to the
corresponding reader. Using a base class also gives the benefit of identifying the
type of an object at runtime. This will be of use when available readers and
writers have to be found. If further parameters other than the source have to be
provided to a reader object, programming language specific features can be used,
such as method overloading or variable parameter lists.

The counterpart of readers are writers, which output vulnerability information
in different formats. Gathered data can be read by various source, e.g., attack
graph tools or vulnerability analysis programs. Thus, it is reasonable to provide
a writer for each target application. Similar to readers, each writer inherits from
the base class BaseWriter, as depict in Figure 6.1(b). The abstract BaseWriter
class defines a common constructor which takes two parameters. The first is
the destination. As with readers, the location of the destination cannot be
fixed to a generic format, as it could be a file, a database, or something else.
Therefore, this parameter is of the type string and the corresponding writer is
responsible to evaluate the value. The second constructor parameter is append.
Depending on whether this boolean parameter has the value True or False, new
information a writer will add to the destination is either appended or existing
information will be overwritten. The second signature provided by BaseWriter
describes the method write entry. This method takes a description and stores it
to the destination defined in the constructor, based on the append policy.

Both, readers and writers have been designed as plugins which are created
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Figure 6.2: Design of the Vulnerability Database Extractor

and used as independent components. Since they are based on a simple interface
and exchange vulnerability information in the data structures defined in Chapter
4, they can be combined in arbitrary ways. This allows to convert data from any
format for which a reader has been implemented to any other format for which a
writer has been implemented. Also, an existing tool chain can easily be extended
by writing a new reader or writer modules.

Access to and linkage of readers and writers is coordinated by the Extractor as
depict in Figure 6.2. The Extractor knows which plugins are available and allows
the user to choose and connect any of them to convert vulnerability information
from a source format to a target format. The communication is based on the
predefined interfaces of the corresponding base classes and the common exchange
format. For example, a user may pick the NVD Reader to read information from
the National Vulnerability Database. This reader parses the available data and
produces vulnerability information which is then returned to the Extractor. This
information provided by the reader is fed to the writer which then converts it to
the format understandable to the corresponding attack graph tool. An example
is demonstrated in section 6.4.

Another advantage of this simple modular design is the usage of plugins in-
dependent from the described Extractor usage. Implemented as self-contained
components, plugins can be used by any other application in the form of li-
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braries. This allows to define universally usable readers and writers, independent
from a specific application.

6.2 Implementation

The implementation of the proposed design is done in Python1. The Python
programming language is object-oriented, but also allows programmers to imple-
ment applications based on imperative and functional programming paradigms.
It provides a dynamic types system, which means that the type of objects is
checked during runtime opposed to compile-time checks, opposed to static-typed
languages, such as C or Java. Other benefits are the automatic memory manage-
ment and the extensive standard library included in Python distributions These
and other features make Python a good programming language for prototyping
applications. The only library used by this prototype is the “aima” Python li-
brary, a Python implementation of algorithms used in “Artificial Intelligence:
A Modern Approach”[RN03]. Of this library, the logic module is used to help
evaluating logical expressions defined with properties and sets.

For the proof of concept, five readers have been implemented. These are a
reader for CVE textual vulnerability descriptions, a reader for NVD entries, a
reader for OVAL entries, a reader for a proprietary XML format, and a reader for
proprietary binary format. Additionally, three writers have been implemented: a
writer for MulVAL rules used by the MulVAL attack graph toolkit plus a writer
each for the proprietary XML and binary format. Therefore, current vulnerability
information can be collected from textual CVE descriptions, NVD, as well as
OVAL entries. The proprietary XML and binary formats can be used to provide
attack information in an independent format which contains data in the data
structure proposed in chapter 4. Finally, the MulVAL writer can be used to
convert vulnerability information to rules required by the MulVAL tool. These
rules can then be used as a vulnerability database as demonstrated in 6.4. The
availability of a CVE reader can also be of use to NVD and OVAL authors. Based
on the extracted information, CVSS could be generated with a new writer for
NVD entries and program data with an additional writer for OVAL entries.

A sample output of the XML writer is given in Table 6.1. The described vul-
nerability includes a description, a reference URL as well as a precondition and a
postcondition. Both conditions are sets consisting of properties and subsets. The
precondition describes a Microsoft Windows XP system with Microsoft Internet
Information Services (IIS) running and an asp51.dll in use. For all programs,
versions could be identified, for example the IIS version is 5.1. Additionally, it
is known that an attacker needs to be able to influence the input of the Internet
Information Services program remotely. The postcondition is not as detailed,

1http://python.org/

http://python.org/
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1 <vu l n e r a b i l i t y id=”CVE−2008−0075”>
2 <de s c r i p t i on ><![CDATA[ Unspec i f i ed v u l n e r a b i l i t y in Microso f t I n t e rn e t
3 Informat ion Se rv i c e s ( I IS ) 5 .1 through 6 .0 a l l ows remote a t t a ck e r s to
4 execute a rb i t r a r y code v ia c r a f t ed inputs to ASP pages .]]> </ de s c r i p t i on >
5 <ur l s >
6 <ur l>http : //cve . mitre . org/cgi−bin/cvename . cg i ?name=CVE−2008−0075</url>
7 </ur l s >
8 <precond i t ion>
9 <s e t operator=”or ”>

10 <s e t operator=”and”>
11 <prop key=”program” value=” Microso f t Windows XP”>
12 <prop key=” ve r s i on equa l ” value=”SP2”/>
13 </prop>
14 <s e t operator=”and”>
15 <prop key=” range ” value=”remote”/>
16 <s e t operator=”or ”>
17 <prop key=” program in f luence ” value=” input ”/>
18 <prop key=” range ” value=”remote”/>
19 </set>
20 <prop key=”program” value=” Microso f t I IS ”>
21 <prop key=” ve r s i on equa l ” value=” 5 .1 ”/>
22 </prop>
23 </set>
24 <prop key=”program” value=”asp51 . d l l ”>
25 <prop key=” v e r s i o n l e s s than” value=” 5 . 1 . 2600 . 3291 ”/>
26 </prop>
27 </set>
28 [ . . . ]
29 </set>
30 </precond i t ion>
31 <postcond i t ion >
32 <s e t operator=”or ”>
33 <s e t operator=”and”>
34 <prop key=” range ” value=” l o c a l ”/>
35 <s e t operator=”or ”>
36 <prop key=” program in f luence ” value=” input ”/>
37 <prop key=” program in f luence ” value=”output”/>
38 <prop key=” program in f luence ” value=” ex i s t e n c e ”/>
39 <prop key=” range ” value=” l o c a l ”/>
40 </set>
41 <prop key=”program” value=” Microso f t Windows XP”/>
42 </set>
43 [ . . . ]
44 </set>
45 </postcond i t i on >
46 </vu l n e r ab i l i t y >

Table 6.1: XML formatted vulnerability information of CVE 2008-0075

because not all of programs required to describe the precondition are necessary
to describe the postcondition. Instead, the postcondition is sufficiently described
by stating the program on which an attacker has influence after the attack, the
range as well as the influence types. In this example, an attacker has local access
and can exert influence on the input, output, and existence of the host operat-
ing system. Note that a postcondition influence on the context of the attacked
program is deduced from the fact that the vulnerability results in an integrity
violation.

Table 6.2 depicts the implementation of the property type. Properties are
arbitrary key-value pairs, describing predicates against which system properties
can be checked. In addition to the key and value attribute, a property may contain
a number of children. For example, a program property can have a child property
identifying the version of the program. Necessary constructor parameters are
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1 class Property ( ob j e c t ) :
2 def i n i t ( s e l f , key , value ) :
3 ( s e l f . key , s e l f . va lue ) = ( key , va lue )
4 s e l f . c h i l d r en = [ ]
5
6 def e q ( s e l f , other ) :
7 i f type ( s e l f . key ) i s not type ( other . key ) :
8 return False
9 e l i f s e l f . key != other . key :

10 return False
11 return s e l f . va lue == other . va lue
12
13 def cmp ( s e l f , other ) :
14 i f type ( s e l f . key ) i s not type ( other . key ) :
15 raise ValueError ( ” D i f f e r e n t key types . ” )
16 e l i f s e l f . key != other . key :
17 raise ValueError ( ” D i f f e r e n t key va lues . ” )
18 return cmp( s e l f . value , other . va lue )
19
20 def deep eq ( s e l f , other ) :
21 i f s e l f != other : return False
22 i f l en ( s e l f . c h i l d r en ) != len ( other . ch i l d r en ) :
23 return False
24 else :
25 for ownchild in s e l f . c h i l d r en :
26 one match = False
27 for o th e r ch i l d in other . ch i l d r en :
28 one match = ownchild . deep eq ( o th e r ch i l d )
29 i f one match : break
30 i f one match : continue
31 else : return False
32 return True

Table 6.2: Property Implementation

both, the key and the value. The list of children is initialized to a zero-length list.
The property class provides an equivalence method to compare two properties.
This overrides the default equivalence operation of Python so that properties can
be compared with a prop1 == prop2 instruction, which returns either True or
False. Also, a comparison method cmp has been implemented which allows
the easy comparison of property values, given that compared properties have
the same key type and key value. Similar to the equivalence operation, the
comparison operation is invoked with prop1 == prop2. For a comparison which
also takes the children of a property into account, the deep eq method has to
be used. It is implemented recursively and returns True only if the compared
properties have recursively identical key types, key values, and children.

The Set class is implemented similar to the Property class since it shows the
same recursive behavior.

6.3 Statistical Results

Readers such as the NVD Reader or the OVAL Reader transform information
from one XML representation into another XML representation, but the trans-
formed information remains the same. The major benefit of this type of readers is
the increased amount of available vulnerability information provided by a com-
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Figure 6.3: Correctly Identified Attributes of Textual Description

mon vulnerability database which is based on the data structure proposed in
Chapter 4.

The CVE Reader on the other hand extracts information from textual de-
scriptions of vulnerabilities. To be able to evaluate how much of the encoded
information can be retrieved, it is useful to have a closer look at the extracted
information. For this, the retrieved data will be compared to the data which is
available in the form of CVSS entries. Those CVSS entries provide range and
impact information of vulnerabilities in a standardized format. The National
Vulnerability Database contains both, textual descriptions as well as CVSS val-
ues for all entries. Both information sets should contain the same data, therefore
the comparison is based on these two sets. Note that this evaluation aims not at
the evaluation of vulnerabilities itself, but rather at an analysis of how much of
the information encoded in textual descriptions can be extracted correctly.

The data set on which this analysis is based consists of NVD entries for
vulnerabilities identified in the year 2008. An analysis of the NVD vulnerability
entries of the years 2006 and 2007 produce comparable and partially even better
results.

Figure 6.3 depicts the number of correctly identified attributes encoded in tex-
tual descriptions of vulnerabilities. The analyzed attributes are the range from
which an attack can take place as well as which of the three security goals confi-
dentiality, integrity, and availability can be violated by exploiting a vulnerability.
The range information can be identified correctly in more than 90 percent of the
cases, confidentiality violations in almost 82 percent of the cases, integrity viola-
tions in more than 85 percent, and availability violations in almost 75 percent of
the analyzed descriptions.
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vulProperty (CVE 2008 0075 , remoteExploit , dos ) .
vulProperty (CVE 2008 0075 , remoteExploit , p r i vEs ca l a t i on ) .
vulProperty (CVE 2008 4250 , remoteExploit , dos ) .
vulProperty (CVE 2008 4250 , remoteExploit , p r i vEs ca l a t i on ) .
vulProperty (CVE 2008 1924 , remoteExploit , dos ) .
vulProperty (CVE 2008 1924 , remoteExploit , p r i vEs ca l a t i on ) .

Table 6.3: MulVAL - Vulnerability Information Sample

When manually verifying the extracted information, a few interesting obser-
vations could be made, for example inconsistent CVSS classifications for same
type of attacks. As this extraction process is based on a mapping of phrases such
as “execute arbitrary code” to violations of security goals such as an integrity
violation, not all phrase mappings matched the corresponding CVSS assessment.
For example, vulnerabilities which lead to an arbitrary code execution are not
necessarily categorized as integrity violations (e.g., CVE-2008-0387). Another
example is the assessment of cross-site scripting vulnerabilities present in web
applications. For the year 2008, 585 out of 602 cross-site scripting attacks are
categorized as integrity violations, but only 72 percent of them as confidentiality
loss and about 5 percent as availability loss. This assessment is at least dis-
putable, because in the authors opinion being able to change the content and
behavior of a website brings along a possible violation of both availability and
confidentiality of the attacked service. Similar to these examples, a further analy-
sis of how textual descriptions and CVSS entries correspond or contradict can be
conducted, following up on the work done by Franqueira and van Keulen[FvK08].

6.4 Demonstration

The MulVAL attack graph tool has been made available for this thesis and will be
used as a consumer for transformed vulnerability information. As sample attack
scenario, the setting described in section 1.1 will be used. An attacker wants
to gain access to the customer database of the company ACME. He exploits a
vulnerability on the company’s web server and thus gains access to the internal
network. Identifying a weakness on the computer of the Chief Technology Officer,
he advances further towards his main goal, the database server. This server is
protected by an application layer gateway, but the CTO has an additional web-
based access to this database. The attacker exploits this weakness and gains
access to the database server.

With the help of the Extractor application, a generic vulnerability information
database was created. For this, information gathered from the Open Vulnera-
bility and Assessment Language repository as well as data from CVE textual
descriptions was used. But instead of creating XML output, MulVAL rules are
created. At the time of writing, MulVAL only supports the representation of in-
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1 attackerLocated ( i n t e r n e t ) .
2
3 hac l ( i n t e rne t , i n t e rne t , , ) .
4 hac l ( in t ranet , in t ranet , , ) .
5 hac l ( db net , db net , , ) .
6 hac l (H,H, , ) .
7
8 hac l ( i n t e rne t , webServer , tcp , 8 0 ) .
9 hac l ( i n t e rne t , mai lServer , tcp , 465 ) .

10 hac l ( i n t e rne t , mai lServer , tcp , 995 ) .
11
12 hac l ( in t ranet , webServer , , ) .
13 hac l ( in t ranet , mai lServer , , ) .
14 hac l ( in t ranet , workstat ion1 , , ) .
15 hac l ( in t ranet , workstat ion2 , , ) .
16 hac l ( in t ranet , works tat ion cto , , ) .
17 hac l ( in t ranet , dbServer , tcp , 1143) .
18
19 hac l ( db net , dbserver , , ) .
20
21 hac l ( works tat ion cto , dbserver , , ) .
22
23 networkServ i ce In fo ( webServer , IIS , tcp , 80 , root ) .
24 vu lEx i s t s ( webServer2 , CVE 2008 0075 , I IS ) .
25
26 networkServ i ce In fo ( works tat ion cto , Windows , tcp , 139 , root ) .
27 vu lEx i s t s ( works tat ion cto , CVE 2008 4250 , Windows ) .
28
29 networkServ i ce In fo ( dbserver , PHPMyAdmin, tcp , 80 , root ) .
30 vu lEx i s t s ( dbserver , CVE 2008 1924 , PHPMyAdmin) .

Table 6.4: MulVAL - System Information Sample

tegrity and availability loss. Integrity loss is represented with the privEscalation

predicate, availability with dos. Table 6.3 depicts the vulnerability information
required by an attacker to gain access to the database server, all of them enabling
a denial of service attack as well as a privilege escalation.

Table 6.4 depicts the corresponding network configuration described with
MulVAL rules. In this scenario, three zones are defined: internet, intranet,
and db net. None of the zones can be accessed directly from another zone as
defined in line 6. The attacker is initially located in the Internet (line 1). Of two
servers, the web server is reachable on port 80 and the mail on ports 465 and
995 from the Internet (line 8-10). Additionally, both servers are connected to the
local intranet with no restrictions.
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Also located in the intranet are two workstations, the computer of the CTO,
and the database server on port 1143 (line 12-17). Except for this single port, the
database server is located in its on network, but as described above has the CTO
a privileged connection possibility (line 21). The presented network configuration
can be fetched with network scanners.

The second part, the vulnerabilities present on the identified hosts can be
found with vulnerability scanners, such as Nessus[Secc]. On the web server,
a vulnerability was found in the Internet Information Services program which
provides data on the public port 80 (line 23 and 24). The operating system of
the work station of the CTO is vulnerable on port 139 (line 26 and 27) and the
database server hosts the vulnerable PHPMyAdmin application, reachable on
port 80 (line 29 and 30). Details for each vulnerability have been generated from
information of vulnerability databases and converted to a MulVAL processable
format as depict in Table 6.3.

With the knowledge of the rules from Table 6.3 and Table 6.4, the MulVAL
engine is able to reason about possible attack paths in the given network. Because
of the given vulnerabilities on the web server, the CTO workstation and the
database server, such a path could be found as visualized in Figure 6.4. Since the
attacker has network access to the web server he can exploit the IIS vulnerability.
Based on this host, he can identify the weakness on the CTOs machine and
advance further into the network. This finally allows him to connect to the
database server where the PHPMyAdmin vulnerability gives him full access to
the entire database system.

6.5 Chapter Summary

The proof of concept implementation presented in this chapter was able to show
the usefulness of the data structure proposed in Chapter 4. Additionally, it
was demonstrated that sufficient information is available in existing vulnerability
databases to construct detailed attack graphs, whereas the extracted information
was stored in the proposed data structure.

The suggested design is based on plugins of readers and writers. Readers are
able to read vulnerability information from a specific source, such as the National
Vulnerability Database. Writers on the other hand can store vulnerability infor-
mation, for example in a format interpretable by an attack graph tool. All plugins
provide a simple interface and communicate based on a common data structure.
This allows to link existing plugins into a tool chain and therefore convert vul-
nerability information from any source format for which a reader exists to any
target format for which a writer exists.

For the implementation, the Python programming language was used because
of its good prototyping characteristics. Five readers as well as three writers have
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been developed, among them readers for the National Vulnerability Database
and the Open Vulnerability Assessment Language and a writer for the MulVAL
attack graph tool.

An additional reader for textual descriptions which accompany CVE entries
has been developed. It allows to extract vulnerability information from descrip-
tions written by humans writers intended for humans readers. A statistical anal-
ysis has been conducted that compares these extracted information to available
CVSS information. It was shown that a high percentage of contained information
could be obtained correctly. Based on the extracted information, an inconsistent
CVSS categorization of vulnerabilities was identified.

Finally, vulnerability information was transformed from vulnerability databases
to serve as input for the MulVAL attack graph tool. Based on this, it was shown
that sufficient data could be automatically transformed to identify an attack
path in a company computer network, using the proposed data structure as an
intermediary format.



Chapter 7

Conclusion

This chapter begins with a summarization of the preceding chapters. Afterwards,
contributions of this thesis are highlighted. Finally, an outlook is given specifying
potential topics for future work.

7.1 Summary

7.1.1 Introduction

The first chapter gives the motivation for this thesis. Attack graphs are a method
to describe increasingly complex network attacks. In order to do so, attack graph
tools require information about the system to be analyzed as well as informa-
tion about the vulnerabilities which may be exploited in an attack. While the
gathering of system information has been studied extensively, satisfactory proce-
dures to automatically extract information from existing vulnerability databases
are missing. This thesis researched possibilities to extract sufficient vulnerability
information from existing databases in order to construct detailed attack graphs.
Four objectives have been identified for this work. At first, a data structure able
to represent vulnerability information and meeting the needs of attack graph
construction tools has to be found. Then, the current situation of vulnerability
databases has to be researched and ways to automatically extract information
from them have to be identified. Next, a framework should be proposed and
implemented which is capable to transform vulnerability information and make
them available to attack graph tools. Finally, the practicality should be proven
by using the transformed information in an existing attack graph tool.

77
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7.1.2 Technical Foundations

The second chapter began with an elaboration of the of the term vulnerability
which describes the fact that something is exposed to a harm, and the harm
may occur some when in the future. Afterwards, the scope of this thesis was
limited to vulnerabilities which occur on the software layer of IT systems, in
which most of the weaknesses impact either the confidentiality, the integrity, or
the availability of a system. Identified vulnerabilities are collected in vulnerability
databases, but incompatible description formats have triggered the creation of
common description and assessment methods for software weaknesses.

The second part of the technical foundations chapter dealt with the construc-
tion and usage of attack graphs. The overall workflow can be described in four
steps: information gathering, attack graph construction, attack graph visualiza-
tion, and attack graph analysis. An important input to attack graph tools is
system information, that is data which describes important aspects of the net-
work to be analyzed, such as the network topology and weakness information
of included hosts. Additionally, vulnerability information is needed, which de-
scribes what is required for an attack to take place and what are the results of
an attack. Given system and vulnerability information, attack graphs provide
several benefits, for example the analysis of potential attack paths and the opti-
mization of intrusion detection systems. Three different types of attack graphs
were presented, of which the network state approach is the least efficient, the
multi-prerequisite graph the most efficient one. But while efficient graph descrip-
tion has been researched, the automatic extraction of attack information from
vulnerability databases remains an open issue.

7.1.3 Related Work

The third chapter examined previous work related to this thesis. Earlier attempts
to create a unifying vulnerability classification have failed, presumably because
it is not possible to create a model that fits all purposes. Information available
in existing vulnerability databases has been neglected to some extend as a source
for attack graph construction. Even vulnerability research in general has often
used vulnerability databases only to identify how vulnerabilities emerged and
how timely they were dealt with, but not how they could be related. Textual
vulnerability descriptions in particular seem to be hard to analyze by computer
programs. At this time, many researchers rely on hand-generated vulnerability
information to link preconditions and postconditions of attacks, not utilizing the
full wealth of information encoded in vulnerability databases.
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7.1.4 A Data Structure for Vulnerability Information

Chapter four analyzed the requirements for a data structure which can represent
vulnerability information based on the lessons learnt from previous works. First
of all, such a structure should reflect the domain knowledge to be practical. Next,
it has to be flexible enough, to cope with changing circumstances for attacks over
time. Third of all, it must be possible to match preconditions and postconditions
of vulnerabilities to enable a linking of single attack steps into multi-step attacks.
Preceding research has been based on predicates and boolean logical expressions
in order to achieve a similar goal. System properties are used to represent attack
relevant characteristics of a system, for example installed program and used data.
Also, influence properties where introduced, which describe the relationship be-
tween an attacker and the target system, e.g., the range from which an attacker
can exert influence on a specific system property. Together, system properties
and influence properties allow to describe attacks as something that changes the
characteristics of a system. Properties are represented by predicates and grouped
by sets, whereas sets allow a grouping with boolean operators. In combination,
both types facilitate a simple evaluation based on matching of true or false values.
Finally, descriptions are used to link different system states together, one as the
requirement and the other as the result of an attack. In comparison to previous
approaches for vulnerability descriptions, the proposed data structure focuses
on the descriptions of attacks. Also, former works modeled the methods with
which state transitions are caused by an attacker, whereas the here presented
data structure enables the description of states a system can be in.

7.1.5 Information Extraction from Vulnerability Databases

The fourth chapter analyzed information which is provided by existing vulnera-
bility databases. A special focus was put on the usefulness of the available data
in respect to extract preconditions and postconditions of attacks. Most valu-
able attributes are Common Vulnerability Enumeration identifiers, impact of an
attack, the range from which an attack can be conducted and the required or af-
fected programs. Of emerging description techniques, the Common Vulnerability
Scoring System and the Open Vulnerability and Assessment Language are most
useful for attack information extraction. Both methods are presented, relevant
details highlighted, and examples given. It has been shown that the interpreta-
tion of textual descriptions cannot be neglected, since important attributes like
the attack range and the impact are often described with a selection of natural
language words. It was demonstrated that verbalization is often semi-formal and
therefore parsable.
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7.1.6 Proof Of Concept

Chapter five describes a proof of concept implementation which shows the use-
fulness of the presented data structure as well as how information from existing
vulnerability databases can be extracted. The prototype is based on plugins of
readers and writers. Each reader extracts vulnerability information from a spe-
cific source, such as the OVAL repository. Writers, on the other hand, store
vulnerability information, e.g., to a format interpretable by an attack graph tool.
Communication between plugins is based on the proposed data structure, which
allows to link existing plugins into a tool chain. This enables the transformation
of vulnerability information from any source format for which a reader exists
to any target format for which a writer exists. Five readers as well as three
writers have been developed, among them readers for the National Vulnerability
Database and the Open Vulnerability Assessment Language, and a writer for the
MulVAL attack graph tool. An additional reader is able to extract vulnerability
information from textual vulnerability descriptions, originally written by human
writers and intended for human readers. Comparing the information extracted by
this reader to information available in CVSS entries, it could be shown that a high
percentage of the data can be extracted correctly. In this process, the reader also
identified inconsistent CVSS categorizations. Ultimately, vulnerability informa-
tion was transformed from vulnerability databases to attack information for the
MulVAL attack graph tool and used in the analysis of a network scenario. Based
on the automatically extracted information it was possible to construct an attack
graph, identify steps an invader will take, and thus derive recommendations to
prevent attacks.

7.2 Contribution of this Thesis

An overview over the information contained in existing vulnerability databases
is compiled. Especially attributes which can be utilized for attack graph construc-
tion are analyzed and their relevance is discussed.

A data structure is proposed which enables the unifying description of vulnerabili-
ties. The data structure is designed to address the needs of attack graph modeling
and allows the description of preconditions and postconditions of attacks based on
system and influence properties.

Methods to extract vulnerability information from existing databases and trans-
form them to a unified format understandable to attack graph tools are discussed.
Especially the extraction from textual descriptions was shown to be feasible.

An implementation is presented which uses the proposed data structure as well
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as the extraction and transformation methods for vulnerability information to
construct and analyze attack graphs with an existing attack graph tool.

7.3 Outlook

The contributions of this thesis are manifold, but should be regarded only as a
step on the path towards different future goals. Some of the possibilities will be
highlighted in the following. The MulVAL attack graph tool was the only one
available for this thesis. In the future, writer plugins could be developed, provid-
ing further attack graph tools with the transformation capabilities of the proposed
system. At the same time, reader plugins for additional vulnerability database
could be developed, supplying a wider variety of attack information or enabling
the cross-validation of vulnerability information from different sources. Based on
the extended vulnerability information which have been made available by the
work presented in this thesis, it should be researched whether new possibilities
for attack graph research in particular, or vulnerability research in general have
emerged. Also, it should be researched whether the proposed data structure can
be used to describe not only vulnerability information, but system information
in general. If so, a unified data model for attack graph construction and analysis
has been found, resolving the current requirement for different representation of
different aspects. Because this thesis has shown that the information extraction
from textual vulnerability description feasible, algorithms to automatically create
entries for vulnerability databases, such as the National Vulnerability Database,
should be researched. At the same time, this would enhance the understanding
of semantics of textual descriptions and could provide new means to a common
vulnerability description.
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